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The DSO-PACT provides a novel approach to inject

System Safety into agile development of emerging technologies
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Agenda

dMotivation & Background
dintegration of System Safety
dimpacts

dDemonstration

Project next steps
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Motivation & Background
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Motivation

» The Office of the Undersecretary of Defense (Research and
Engineering) (OUSD(R&E)) sponsored the STAT COE to
investigate the impacts of emerging technologies, such as Al/ML
and autonomy, on R&M and System Safety

« Assumptions:
* These technologies are software-centric
» Development practices employ iterative and continuous process

 Challenge:

 How do we incorporate traditional System Safety activities into software-
centric agile development

Delivering Insight
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Background

« DODI 5000.02 ‘Operation of the Adaptive Acquisition
Framework’

* PMs will develop an acquisition strategy for MDA approval that
matches the acquisition processes, reviews, documents and metrics
character and risk of the capability being acquired

« DODI 5000.87 ‘Operation of the Software Acquisition Pathway’

» Recognizes the unique characteristics of software development
* Modern development methodologies agile, DevSecOps
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DevSecOps

* In collaboration with the DOT&E the STAT COE began
developing a tool to help organizations document their
implementation of DevSecOps

. Control Gates
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DevSecOps-Process Assessment Collaboration Tool
(DSO-PACT)

* Incorporated guidance from the
DOD CIO DevSecOps Activity
Fundamentals Guidebook:
DevSecOps Tools and Activities

 Aligns DSO activities (larger skl | [Tack 2 Tack 3
processes), tasks (specific actions),
inputs/outputs and metrics within
each DSO phase

Metrics Metrics Metrics
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Integration of System Safety
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Expansion of the DSO-PACT

« Expanded the scope of the DSO-PACT to include R&M Using
Source Documentation
» [IEEE Recommended Practice on Software Reliability

« DOD Reliability and Maintainability Engineering Management Body of
Knowledge

« Expanded Further to Include System Safety

 Unmanned System Safety Engineering Precepts Guide for DOD
Acquisition

« MIL-STD-882E

 MIL-STD-810H
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Source Documentation Extractions

Review relevant Align System Safety activities, Incorporate into
source material tasks, inputs, and outputs to DSO DSO-PACT
phases
DSO Phase: Plan
Unman -STD-S82E
e 7 Activity: Hazard Identification And Mitigation Effort

MIL-STD-882D
10 February 2000

DEPARTMENT OF DEFENSE Task: Integrate Hazard Identification and Mitigation Into The Systems
STARDARD FRACHICE Engineering (SE) Process Using System Safety Methodology

— - DSO-PACT

Inputs: System Safety Requirements

Output: Hazard Identification And Mitigation Plan

Source: Department of Defense Standard Practice System Safety, 101.1

AMSCNA AREA SAFT

Delivering Insight
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Impacts
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DSO-PACT Supports Managers and Practitioners

'

Eég
1%
::
S I
N >
=
& o

2

2

B

-4

5

E

a

8

> 7

 Provides overarching view of the
project, highlighting completed
tasks and potential areas of
concern

* Provides clear guidance by
converting high-level concepts into
actionable items distilled from DOD
source documentation
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Demonstration
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Underlying Architecture

STAT COE
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2) DockerFiles create
R D::z';?;:;:““ ‘Docker Images'
from source code
SOURCE IMAGE
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React
(JavaScript)
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Node
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3) Docker-Compose files create

‘Docker Containers'

from Image repositories

HOST MACHINE

(laptop or server)

DSO Ul
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v

DSO API

;

DSO MySaL

DSO API
(running)

BitBucket

N 7

TRMC

- Artifactory

Docker Image 1
Docker Image 2

Docker image 3

DSO MySQL
(running)

Docker-
Compose.ym|

(Distributed)
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User Sign-On

DSO EVALUATION
FRAMEWORK

First name Last name
Email Program
Password Confirm password

| agree to the Terms and Conditions

Already Registered? Log In
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Dashboard view — Before Loading Data

o

=
DASHBOARD SUMMARY QUALITY SCORE TAGS
p‘ ~ PLAN 8 %
PLAN
R&M: Perform A Reliability Risk Assessment B %
<[>
I Risk 8 %
DEVELOP
; R&M: Assess The Data Collection System 8 %
BUILD Data Collection g%
n R&M: Understand And Document User Needs And Constraints 0 %
TEST CONOPS Decomposition 9%
ﬁ Build Executable Model e %
RELEASE
R&M: Characterize The Software System 8 %
-—
e—
- R&M: Design And Redesign For RAM 0 %
DELIVER
Onboarding Planning 8 %
DEPLOY Collect Team Feedback 0 %
- SBOM Creation 8 %
==
OPERATE | Database Design il
@ R&M: Define Failures And Criticality 8 %
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Dashboard view — After Loading Data

o ©

=
DASHBOARD +  New TAGS
f‘ ACTIVITY / TASK QUALITY SCORE
PLAN
R&M: Perform A Reliability Risk Assessment B %
<[>
DEVELOP 1. Assess Product Maturity a%
BUILD &, Assess Project And Schedule Risks 8% &
E 3. Assess Safety Risks 8% &
TEST
oy 4 Assess Security And Vulnerability Risks 8% &
RELEASE
— 5. Assess Whether There Are Too Many Risks For One Software Release 8% &
—
DELIVER
Risk 8%
f:-i R&M: Assess The Data Collection System 8%
DEPLOY
Data Collection 8%
=
—-— 7 d - i
OPERATE R&M: Understand And Document User Needs And Constraints 0%
CONOPS Decomposition 8%
@
MONITOR Build Executable Model 8% =
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Edit Task Menu

[ Edit Task

Activity ~ Task

[ R&M: Perform A Reliability Risk Assessment v I [ Assess Product Maturity

Input * Output ™

Each Of The Software Components In The System. I [ Product Maturity Assessment

Tags

|

DT Task

OT Task i
Quality Metric

Completed
T&E Quality Metric
Automatic

Threshold
Security

| Reliability & Maintainability
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Dashboard View — Updated Quality Score

=
DASHBOARD + New TAGS
?’ ACTIVITY / TASK QUALITY SCORE
PLAN
R&M: Perform A Reliability Risk Assessment 86 %
<[>
DEVELOP 1 Assess Product Maturity 80 % &
BUILD 2 Assess Project And Schedule Risks o0 &
a 3 Assess Safety Risks 98 % &
TEST
o 4 Assess Security And Vulnerability Risks 9% % 4
RELEASE
-— 5. Assess Whether There Are Too Many Risks For One Software Release 88 % 4
—-
DELIVER
Risk 2 %
f:- R&M: Assess The Data Collection System 8 %
DEPLOY
Data Collection 8 %
=
OPERATE | R&M: Understand And Document User Needs And Constraints e %
CONOPS Decomposition 0%
@
MONITOR Build Executable Model 6% 4

STAT COE | & intome "8 20

Better Decisions



Filtering Menu

=B DT Task
er bR SUMMARY QUALITY SCORE TAGS
OT Task
?’ + PLAN 6 %
Completed
PLAN
R&M: Perform A Reliability Risk Assessment 90 % Kiftainate
<[>
Risk 8 % F
DEVELOP Security
'C R&M: Assess The Data Collection System B % —_—
BUILD Data Collection 0 %
Archived
a R&M: Understand And Document User Needs And Constraints 0 %
Logout
TEST CONOPS Decomposition 8 %
ﬁ' Build Executable Model 8 %
RELEASE
R&M: Characterize The Software System B %
p—
oo . .
- R&M: Design And Redesign For RAM 0 %
DELIVER
i%i Onboarding Planning 8 %
DEPLOY Collect Team Feedback B %
- SBOM Creation 8 %
=
OPERATE Database Design Ui
@ R&M: Define Failures And Criticality 8 %
MONITOR h
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Filtering Results

DASHBOARD [owomn [ o) ®

e SUMMARY QUALITY SCORE TAGS
I ~ PLAN 17 %
PLAN
R&M: Perform A Reliability Risk Assessment 920 %
<[>
R&M: Assess The Data Collection System 8 %
DEVELOP
’C R&M: Understand And Document User Needs And Constraints e %
BUILD R&M: Characterize The Software System 0 %
a R&M: Design And Redesign For RAM 8 %
TEST R&M: Define Failures And Criticality e %
ﬁ R&M: Determine An Appropriate Overall Software Reliability Requirement 8%
RELEASE
R&M: Develop A Software Reliability Program Plan (SRPP) e %
—
- R&M: Monitor Field Experience 0%
DELIVER
‘-:- R&M: Produce Reliable And Maintainable Systems 0%
DEPLOY R&M: Review Available Tools Needed For Software Reliability Engineering (SRE) 8 %
- DEVELOP s
OPERATE
- R&M: Allocate The Required Reliability To The Software Lrus 0%
MONITOR R&M: Perform A Software Failure Modes Effects Analysis (SFMEA) 8 % -
Delivering Insight
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Next Steps

STAT COE | & intome "8 23

Better Decisions



Next Steps

 Consideration of Hosting Options
« TRMC

* Refinement of System Safety
« Survey of System Safety Subject Matter Experts

« Expansion to include other Technical Disciplines
* Human System Integration

* Present Inclusion of System Safety in DSO-PACT
« |ISSS 2024
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Volunteer for

future survey

ight

Delivering Insig
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Request for Feedback

* Link to Survey is included in today’s meeting invite

* Review hardware R&M activities & tasks for accuracy and
completeness

* Enter feedback within comment boxes
* Provide recommendations of other source documents

* Include name and contact information if you want to be involved in
future discussions on DSO-EF
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Project Next Steps

* Incorporate SME feedback into DSO-EF

* Integrate system safety into DSO-EF
* |dentifying SMEs

* Tool will be available in CY23

* Please contact Joseph.Lazarus.1.ctr@us.af.mil with additional
guestions, comments, or concerns

Delivering Insight
toInform
Better Decisions
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s
DISTRIBLTION STATEMENT A Approvee rpublo ebase. Disiblion s ured. kgl + PLAN SUMMARY 81 % Quality Score
, PProject team onboarding planning
PLAN
Unlassifiad 60 %
<> )
DEVELOP €
Source Documents ;
suLD 4. Plan the project team onkx 1)
n ‘Change management planning 82
TEsT Configuration management (CM) planning 7 %
Software requirement analysis 6
RELEASE
1 on monitoring team feec
=
e Collec t team feedback 1]
DELIVER
3, Gathe a 08
i
DEPLOY System design 70 %
=2 » DEVELOP SUMMARY 45 % Quality Score
OPERATE
@ » BUILD SUMMARY 76 % Quality Score
MONITOR
U_ » TEST SUMMARY 65 % Quality Score
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