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F O R E W O R D

By the Honorable William J. Lynn III  
and ADM James Stavridis, USN (Ret.)

Google’s recent acquisition of Boston Dynamics, a 
DARPA-funded organization that develops some 
of the world’s most innovative robots, served the 
Pentagon with an unsettling notice: the center of 
gravity in cutting edge, military applicable research 
is shifting abruptly away from the defense estab-
lishment to relatively new commercial firms with 
loads of cash to invest. This is just one example of 
a broader trend in which commercial and interna-
tional firms are taking the lead in what once was 
the technological province of the Department of 
Defense (DOD). As the world becomes increasingly 
globalized, such trends are likely to produce even 
greater disruptive effects.

Indeed, globalization is an inevitable force of 
change, erasing boundary lines not just between 
countries but between industries as well. It sug-
gests a borderless world in which China could make 
iPhones or the leading U.S. auto export could be 
a BMW made in South Carolina. Such trends will 
present economic and technological risks to state 
and non-state actors alike. Cyber crime and attacks, 
proliferating weapons of mass destruction, black 
market arms, sophisticated smuggling methods and 
a range of other capabilities provide unparalleled 
power and influence to illegitimate regimes, crime 
syndicates and super-empowered individuals. This 
ever-growing range of threats, further expanded by 
traditional state-based threats, constitutes a signifi-
cant challenge to the United States and its allies. 

Globalization also blurs boundaries between defense 
and commercial industries, vastly diluting the 
sources of technological innovation and placing them 
well beyond the control of any individual govern-
ment or entity. For the United States, the question 
hanging in the balance is whether or not the domestic 
defense industry can pull out of the cul-de-sac it now 
finds itself in – one in which it is chasing a declining 
share of a market with fewer funds allocated for the 
research and development of tomorrow’s technolo-
gies. Unfortunately, there is little reason for optimism. 
Independent research and development (IRAD) 
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spending by the top U.S. defense companies dropped 
by one-third as a percentage of sales from 1999 to 
2012.1 Today, there are no defense companies among 
the Top 20 industrial research and development 
spenders worldwide.2 In fact, the IRAD budgets of the 
top five U.S. defense contractors combined still would 
not put defense on the Top 20 list. 

No one doubts that globalization, declining post-war 
defense budgets and the increased pace of technological 
change are combining to reshape the defense industry. 
For generations, the Pentagon has been a technology 
exporter to the commercial sector of transformational 
capabilities such as the Global Positioning System 
(GPS) and the Internet. Today, DOD is increasingly 
becoming an importer of the technological advances 
taking place all around the world, from information 
technology and 3-D manufacturing to autonomous 
vehicles and synthetic biology. Information technology 
alone has had a profound impact on national security, 
enabling soldiers to use smartphones to obtain real-
time surveillance from drones and to coordinate with 
fellow troops via text messaging. 

Such swift and dynamic change will become increas-
ingly disruptive if not properly managed. A central 
question of this project is thus whether the Pentagon 
and the U.S. defense industry are adapting fast 
enough to the pace of technological change or just 
hunkering down with short-term policies to maintain 
an archaic status quo. While previous adjustments in 
the defense industry have been successfully managed 
with direct input and guidance from the government, 
many of the resulting mechanisms – from acquisition 
to regulatory policy – are now standing in the way of 
industry’s ability to adapt.

The defense industry is moving too slowly to adjust 
to current trends in the technology and security 

environments. The short-term financial focus on 
keeping stock prices high through share repurchases 
and increasing dividends has thus far deferred 
more substantial integration of and investments in 
next-generation technologies. The Pentagon and 
the defense industry must take a far more active 
role in shaping their own intertwined futures. To 
harness change, the U.S. defense establishment must 
increase spending on research and development and 
leverage the world’s best technology, especially from 
commercial firms and from nations that train and 
fight alongside our own armed forces. 

To address these issues, the Center for a New 
American Security established the Task Force on 
Technology, Strategy and the Global Defense Industry 
and asked us to act as co-chairs. We were pleased to 
serve given the critical need to consider these three 
subjects together rather than as separate disciplines. 
In a hat tip to the economist Joseph Schumpeter, we 
adapted the concept of creative destruction and called 
the project Creative Disruption. 

We assembled an impressive cast of experts from a 
range of backgrounds to participate on the task force. 
Their names can be found in the acknowledgements 
section of this report. Based on a series of fascinating 
meetings and innovative research methods, the CNAS 
team, led by Ben FitzGerald and Kelley Sayler, drew 
out a number of important insights into the critical 
trends and predictable disruptions impacting tech-
nology, strategy, and business, and formulated clear 
recommendations for both government and industry. 

We endorse these findings, recommend this report 
and ask that those with a stake in maintaining com-
petitive advantage for the U.S. and its allies continue 
to think and act creatively to improve our future 
strategic circumstance. 

1.  Zachary Fryer-Biggs and Marcus Weisberger, “U.S. Giants Skimp on Research, Development,” Defense News, August 19, 2013, http://www.defensenews.com/apps/
pbcs.dll/article?AID=2013308190005.

2.  Strategy&, “The Global Innovation 1000: Top 20 R&D Spenders 2005-2013,” Strategyand.com, http://www.strategyand.pwc.com/global/home/what-we-think/
global-innovation-1000/top-20-rd-spenders-2013, Accessed May 20, 2014.
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I .  I N T R O D U C T I O N

By Ben FitzGerald and Kelley Sayler

In the years to come, the convergence of emerging 
trends in the technological, geopolitical and busi-
ness environments threatens to profoundly disrupt 
the global defense industry. These trends are pull-
ing governments and the industries that support 
them in multiple directions to an extent that calls 
into question the underlying strategic basis of mili-
tary technological advantage, as well as the broader 
ecosystem of defense research and development 
(R&D), acquisition and sustainment. 

Although the major powers of the 20th century 
still retain privileged access to advanced mili-
tary capabilities in sufficient quantities to achieve 
their national priorities in the short term, the 
medium- and long-term pictures look decidedly 
more ominous. The challenges that lie ahead are a 
result of holding on too long to previously suc-
cessful strategies, structures and methods that are 
ill-suited to current needs. Continued failure to 
collectively adapt the military industrial ecosys-
tem to the current and emerging environment will 
leave the defense industry, and the governments 
that it supports, at risk of irrelevance, catastrophic 
failure or both. The need for reform is particu-
larly potent in the West, where declining defense 
budgets are beginning to force difficult trade-
offs between strategic priorities and competing 
capabilities. 

In the case of the United States, the prevailing 
character of the military industrial environment 
remains heavily influenced by the middle and final 
years of the Cold War. The adoption of the so-
called offset strategy in the late 1970s helped to use 
U.S. technological superiority to counterbalance 
Soviet advantages in mass and created a para-
digm in which innovation was sponsored – and 
controlled – by the U.S. government.1 This highly 
successful strategy helped to equip U.S. and allied 
forces with advanced technologies while creating 
positive externalities for broader technological 
innovation, business growth and employment. 
However, the drawdown following the end of the 
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Cold War saw significant consolidation within the 
defense industry, as well as the exit of many com-
mercial businesses. This decline left a smaller cadre 
of defense-specific firms optimized for producing 
next-generation military capabilities and export-
ing these systems to allies through foreign military 
sales. 

The geopolitical, business and technology environ-
ments of today and the future are very different 
from those of the Cold War and its immediate 
aftermath. National governments must now invest 
in capabilities to address an ever-increasing set 
of plausible contingencies as both state and non-
state actors gain access to a wider range of both 
traditional and emerging technologies in both 
the physical and cyber domains. Furthermore, all 
of this must be achieved in an era of shrinking 
defense budgets, which are often dwarfed by the 
revenues of major commercial technology com-
panies, and shifting sources of innovation, which 
have accelerated the democratization of technology 
and diluted governmental control.2 

Indeed, the structures, from acquisition regu-
lations to arms control, that supported the 
innovation and management of previously suc-
cessful defense-industrial regimes – and denied 
new technologies to adversaries – now act as 
impediments in the geopolitical and business 
environment of the 21st century. Although cre-
ative destruction (i.e., the process in which new 
structures automatically replace and destroy older 
ones) would have likely materialized within a less 
regulated system, ongoing government support of 
the existing paradigm, whether explicit or tacit, 
has instead created an environment in which clear 
trends will impact unmoving business and regula-
tory structures. This will in turn cause predictable 
and significant disruption. 

In the absence of an effective strategy and sup-
porting paradigm to address the requirements of 
the evolving business and security environments, 

both governments and the defense industry will 
continue to make decisions that serve short-term 
requirements but increase strategic risk. These 
entities must therefore shift from their current 
defensive crouch to a forward-leaning posture 
that takes advantage of, and mitigates against, the 
major trends of the 21st century. Despite myriad 
advantages, opportunities and good intentions 
from those in government and industry, such 
innovation appears decidedly unlikely. Any future 
loss of military technological advantage will thus 
be as much the result of a collective failure to adapt 
as of structural trends in technology, strategy and 
business. 

Creative Disruption Survey Series
In conjunction with this project, the Center for 
a New American Security conducted a series of 
three surveys of national security professionals. 
The results of these surveys represent a range of 
perspectives in government, industry and aca-
demia, and are intended to provide an illustrative 
sense of prevailing opinions on emerging trends 
in technology, strategy and business. A full com-
pendium of the survey results can be found in the 
appendices.  
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I I .  T R E N D S  I N  T E C H N O LO G Y, 
S T R AT E G Y  A N D  B U S I N E S S

The Changing Technology Environment 
Recent years have witnessed dramatic changes 
in the global technology environment as a result 
of acceleration in both the pace of technological 
development and the rate of diffusion. From pro-
cessing power and big data analytics to unmanned 
systems, robotics and synthetic biology, technology 
is advancing rapidly. 

Indeed, more information is being digitized and 
“datafied” than ever before, with digital informa-
tion now representing 98 percent of all stored 
information, up from 25 percent in the year 2000.3 
Cloud computing, data integration and analytic 
suites are also advancing rapidly. Together, these 
developments in information technology are revo-
lutionizing approaches to national security and 
military operations. 

Similarly, global inventories of unmanned sys-
tems are continuing to expand, with profound 
implications for the future of warfare and R&D 
investments. At least 11 countries currently operate 
an ever-expanding array of drones – numbering 
well over 800 by conservative estimates. And this 
number entirely excludes the arsenals of China, 
Russia and Turkey, for which no data is available.4 

Growth in these systems shows no signs of slowing. 
From 2002 to 2010, for example, the U.S. arsenal of 
unmanned aerial vehicles (UAVs) alone increased 
more than 40-fold.5 And as advanced robotics and 
complementary technologies like autonomy and 
miniaturization mature and the socialization of 
unmanned systems continues, a steady increase 
is likely in the number, diversity and use of such 
systems.6

Advanced manufacturing is also beginning to 
influence the technology environment by increas-
ing the speed, adaptability and customization 
of production, while simultaneously decreasing 

cost and, in some cases, material waste.7 For the 
traditional defense-industrial base, advanced 
manufacturing enables rapid prototyping as well 
as compressed – and more frequent – acquisition 
cycles. However, given the commercial availability 
and relative affordability of related tools such as 
computer-aided design software and 3-D printers, 
non-state actors can also benefit by, for exam-
ple, using open-source designs to manufacture 
untraceable weapons and component parts.8 

To be sure, the defense industry is more commer-
cial, more global, and more financially complex 
than at any time in our history – and this will be 
more true tomorrow than it is today. This chang-
ing technology environment is a result not only 
of developments in the technologies themselves 
but also of the changing nature of technological 
innovation. During the Cold War, innovation was 
largely driven by investments from the military 
and domestic defense industry and produced 
technologies specifically designed for defense pur-
poses. By contrast, innovation today is increasingly 
driven by the commercial sector and produces 
technologies that must be adapted for defense pur-
poses after production (see Figure 1).9 This shift is 
a result of several factors, including the expansion 
of dual-use technologies – which provide attendant 
incentives for commercial investment – as well as 
commercial industry’s ability to readily adapt to 
and integrate emerging technologies.10 

Furthermore, the current downturn in defense 
spending, comparatively modest market oppor-
tunities for traditional defense firms relative to 
commercial businesses, and increase in the number 
of income-oriented shareholders have dampened 
enthusiasm for the types of investments needed to 
sustain innovation.11 Today, the combined mar-
ket capitalization of the “Big Five” defense firms 
– Boeing, Lockheed Martin, General Dynamics, 
Raytheon and Northrop Grumman – is approxi-
mately half that of Apple, which could buy the two 
largest firms, Boeing and Lockheed Martin, with 
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its cash on hand.12 This position has left defense 
firms reluctant to jeopardize the support of their 
investors by allocating cash to fund independent 
R&D, thereby increasing the influence of commer-
cial R&D as a source of innovation.13 

The rate of diffusion and the types of adopters for 
a given technology – both of which are likely to 
vary as a function of the financial intensity and 
organizational capital required for adoption – also 
affect current trends in the technology environ-
ment.14 For example, the low financial intensity 
and organizational capital needed to adopt cyber 
capabilities result in comparatively low barriers to 
entry. For this reason, all interested parties (rang-
ing from major militaries to minor militaries to 
non-state actors) are likely to adopt cyber capa-
bilities. In contrast, the high financial intensity 
and organizational capital required to adopt a 
technology like directed energy will likely limit 

its diffusion to both state and non-state actors, 
thereby limiting the technology’s impact on the 
broader technology environment.

Differing moral constraints and societal values will 
also influence the rate and nature of technologi-
cal diffusion. As seen in the case of the U.S. active 
denial system (a heat-emitting crowd-control tool 
that has been termed a “pain ray” by some human 
rights groups), moral concerns can limit the use of 
certain technologies in the field.15 Such concerns 
could similarly affect the diffusion of sensitive 
technologies like human performance modifica-
tion or bioweapons. This would give a military 
advantage to those actors that are not constrained 
by similar moral considerations or societal values. 

These trends in technology are interacting with 
concurrent trends in the strategic environment. 
Increases in the commercial availability of a num-
ber of emerging technologies, for example, have 
lowered barriers to entry and generated substantial 
second-mover advantages on cost, thereby contrib-
uting to the growing empowerment of individuals, 
non-state actors and state-based militaries. 
Discussing one example of this phenomenon, Peter 
W. Singer observed that “the investments to cre-
ate satellite navigation and the Internet may have 
originally come out of DARPA, but now any terror-
ist group can pinpoint targets with GPS devices 
they buy off Amazon.com.”16 As a growing share of 
such innovative technologies are developed outside 
of the Department of Defense, the department 
must develop effective ways to access and leverage 
these technologies. 

When considered together, these trends call into 
question the ability of a singular military to sustain 
a meaningful technological advantage while avoid-
ing cost-imposition strategies. 

The Changing Strategic Environment
In addition to dynamic technology trends, the 
evolving strategic environment is characterized 

FIGURE 1: IN 2030, WHAT WILL DRIVE KEY 
DEVELOPMENTS IN MILITARY TECHNOLOGY?
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by a greater diffusion of power and a more rapid 
decision cycle than existed during the Cold 
War. At the same time that access to disruptive 
technologies is increasing, demographic pres-
sures – including rapid urbanization and unstable 
youth bulges – have increased the potential for 
explosive conflicts and have generated hybrid 
adversaries that pair these technologies with 
irregular tactics to achieve outsized effects.17 As 
the National Intelligence Council concluded in 
its assessment of such trends, “individuals and 
small groups will have greater access to lethal 
and disruptive technologies (particularly preci-
sion-strike capabilities, cyber instruments and 
bioterror weaponry), enabling them to perpetrate 
large-scale violence – a capability formerly the 
monopoly of states.”18 

Increased access to communications technologies 
and social media platforms will further contribute 
to the empowerment of individuals by improving 
coordination efforts among dispersed actors and 
enabling otherwise distributed threats to converge. 
In addition, these technologies can be used to 
enhance terrorist recruitment efforts, resulting in 
an expansion of terrorist networks and an increase 
in the self-radicalization of terrorists.19 

Communications and information technologies 
could have a number of other influences on the 
security environment at the state level by expand-
ing human interactions within and across national 

boundaries.20 These technologies could aid in 
social mobilization during periods of civil unrest, 
as they are often credited with having done during 
the Arab Spring.21 They could also accelerate the 
decision cycles of national governments, height-
ening the potential for misunderstanding during 
tense periods or increasing pressure for immediate 
– and potentially destabilizing – action in the event 
of a conflict. The convergence of these trends could 
thus expand the sources, nature and magnitude of 
future conflicts, which suggests the need for adapt-
able structures capable of responding to a growing 
range of contingencies. 

In the years to come, the strategic environment 
will also be influenced by shifts in the national 
and regional distribution of global defense spend-
ing. Although U.S. defense spending continues 
to represent a substantial portion of the global 
total – nearly 40 percent in 2012 – its net percent 
change in spending since the 2008 financial crisis 
was a modest 0.1 percent. In contrast, Chinese 
and Russian defense spending increased by 43.5 
percent and 31.2 percent, respectively, over the 
same period, whereas spending by Germany (-4.3 
percent), the United Kingdom (-9.1 percent) and 
Italy (-21.5 percent) precipitously declined.22 These 
changes elevated Russia over the UK in terms 
of total defense spending, leaving it behind only 
the United States and China, and placed China 
on pace to surpass the combined spending of the 
UK, France and Germany by 2015.23 If current 
trends continue, they could result in shifts in the 
military balance of power or embolden previously 
restrained states to undertake more provocative 
military campaigns (see Figures 2 and 3). 

Regional shares of military expenditures are also 
changing. From 2002 to 2012, the shares of Africa 
and the Middle East marginally increased (by less 
than 1 percent each); however, East Asia’s share 
climbed by over 3 percent, reflecting a real increase 
of $126 billion in constant 2011 prices.24 More dra-
matically, Western Europe’s military expenditures 

The evolving strategic 

environment is characterized 

by a greater diffusion of power 

and a more rapid decision 

cycle than existed during the 

Cold War.
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declined by over 8 percent from 2002 to 2012, 
reflecting a real decrease of $13 billion in constant 
2011 prices.25 

This distribution of expenditures is largely mir-
rored in the global defense industry market, 
which is dominated by U.S. firms, 42 of which are 
among the Stockholm Military International Peace 
Research Institute’s Top 100 arms-producing and 
military service companies for 2012.26 Defense 
firms in other nations, however, are becoming 
increasingly competitive. Driven by domestic sales, 
the six Russian firms included in the Top 100 saw 
their arms sales increase by approximately 28 per-
cent in 2012. And although Chinese firms are not 
included in the Top 100 because of a lack of reliable 
sales data, analysts estimate that 9 or 10 Chinese 
firms would be in the Top 100, with between 4 and 
6 firms in the Top 20.27 

When taken as a whole, the share of sales of firms 
outside of North America and Western Europe, 
which together still account for 86 percent of total 
global sales, rose by 14 percent in 2012 alone.28 
Given that defense-industrial procurement remains 
a mostly national endeavor, Western firms are 
likely to see a continued decline in their share of 
global sales if military expenditure trends hold.29 
Several factors could magnify this effect, includ-
ing a lack of cost competitiveness (particularly 
for countries that have no need or ability to 
employ advanced capabilities), the desire to avoid 
the human rights obligations that often accom-
pany Western arms exports, and the existence 
of regulatory barriers to emerging markets and 
technologies.30 

The Unchanging Governmental 
Environment
In the face of significant strategic and technologi-
cal change, departments of defense have shown 
little interest in strategically meaningful reform. 
Not only do they follow the precepts of a decades-
old strategy, they still rely on that strategy’s 

concomitant institutional constructs. Despite 
the possible impact of these institutional barriers 
on future innovation and competitiveness, they 
seem unlikely to undergo any significant changes 
by 2030 and, at any rate, will continue to exist in 
some form for the foreseeable future. In the case 
of Western defense regulations, such as the United 
States’ International Traffic in Arms Regulation 
and the European Union’s Code of Conduct on 
Arms Exports, the expressed intent of national 
governments to use export controls to bolster 
regional stability, limit access to sensitive technolo-
gies and uphold international obligations suggests 
that they will remain involved in regulation, likely 
in a similar capacity as they are today.31 

Indeed, ongoing efforts have focused on rebal-
ancing the emphasis of Western export controls 
between economic and security priorities, and 
countless studies have concluded that existing con-
trols inhibit innovation and competitiveness and 
are ill-suited for both a globalized defense market 
and a rapidly changing security environment.32 
Nonetheless, enthusiasm at the national level for 
comprehensive reform has been minimal. 

The rigidity of existing regulatory barriers will 
thus inevitably come into conflict with emerging 
technologies. For example, the Missile Technology 
Control Regime, originally established in 1987 to 
regulate ballistic and cruise missiles, constrains the 
exports of UAVs – particularly those with ranges of 
more than 300 km and payloads of more than 500 
kg, such as the MQ-1 Predator, MQ-9 Reaper and 
RQ-4 Global Hawk.33 These restrictions provide 
advantages to those countries that do not adhere to 
them, including China, Iran and Israel, the last of 
which has surpassed the United States to become 
the world’s largest exporter of UAVs.34 Despite 
this, there are no indications that such regulations 
will be amended in the near term to accommodate 
emerging technologies or to establish more effica-
cious guidelines.35 
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Government involvement in research and 
development will additionally hold important 
consequences for the future of defense technol-
ogy, as there is a demonstrated positive correlation 
between rate of innovation and R&D intensity (the 
ratio of R&D to gross domestic product).36 Current 
leaders in total R&D intensity across business, 
government, academia and other organizations 
include Israel, South Korea and Finland, although 
the United States continues to make the single larg-
est investment in R&D.37 

Overall, however, both U.S. and European Union 
shares of global R&D spending are dwindling, 
with America’s share declining from 37 percent 
in 2001 to under 30 percent in 2011 and the EU’s 
share declining from 26 percent to 22 percent 
over the same period. As with broader military 
expenditures, these shares are shifting to South 
and East Asia, which accounted for 34 percent 
of R&D spending as of 2011 (up from 25 percent 
in 2001).38 In its examination of these trends, the 
National Research Council concluded that they 
“are indicative not only of the growing impor-
tance that nations are placing on R&D, but also 
of prospective challenges to U.S. technological 
leadership.”39 

Trends in independent research and develop-
ment (IRAD), or research and development that 
is funded by business, will also impact future 
sources of innovation. There appears to be a 
growing disparity in IRAD investment trends 
between commercial firms and traditional 
defense firms. For the latter, aversion to risk and 
uncertainty over market signals have led to a 
decline in IRAD investments. This is particularly 
true in the United States, where the IRAD spend-
ing of top defense firms fell as a percentage of 
sales to 2.3 percent in 2012 from approximately 
3.5 percent in 2000.40 For commercial firms, how-
ever, the injunction is clear: Innovate or die, and 
they have responded by investing accordingly.41 If 
left unchanged, this state of affairs will gradually 

shift innovation to the commercial sector and 
undermine the competitiveness of traditional 
defense firms.

Finally, bureaucratic inertia and institutional 
politics also contribute to the intransigent gov-
ernmental environment, with vested interests 
and constituencies, as well as entrenched orga-
nizational structures, forming a protective layer 
around incumbent programs.42 These conditions 
favor the status quo and additionally increase the 
difficulty of ending poorly performing programs 
or investing in new alternatives. Often, incumbent 
programs are further buttressed by a reluctance 
to forfeit potential returns on sunk costs, particu-
larly when those costs are substantial.43 This focus 
on short-term political and financial expediency 
adds to long-term risk, potentially resulting in 
the fielding of substandard systems, undermining 
competitiveness and threatening sustained military 
superiority. 
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I I I .  D I S R U P T I V E  E F F E C T S

The convergence of these trends in technology, 
strategy and the global defense industry will 
generate several disruptive effects in the years to 
come. Although the exact manifestation of these 
effects may vary between countries depending on 
structural and strategic contexts, they will pres-
ent national governments with similar risks and 
opportunities. Given the potential for variance, the 
following section will explore these effects within a 
U.S. context. 

Structure of the Industry and Implications
As a result of the 1990s downturn in defense 
spending, the defense industry initiated a series of 
consolidations that increased the disparity between 
commercial and defense-specific firms. Defense sup-
pliers prior to this time were mostly subsidiaries of 
multi-industrial companies that derived less than 20 
percent of their revenues from government purchases. 
The downturn prompted many of these companies 
to divest themselves of their defense units.44 This, in 
turn, increased the difficulty of transferring commer-
cial innovations to the defense sector.45 

At the same time, traditional defense firms con-
solidated, ultimately leaving only three then-prime 
contractors in the United States.46 Many of the 
defense firms that remained after consolidation 
divested of their commercial units, with only a third 
of firms retaining significant commercial businesses. 
These defense-unique firms now derive approxi-
mately 80 percent of their revenues from government 
purchases.47 Furthermore, the trend toward bifur-
cation shows no signs of reversal, with efforts at 
commercial diversification by defense firms since the 
1990s almost universally ending in failure.48 

The continued bifurcation of industry holds con-
sequences for competitiveness and the future of 
defense acquisitions. The high barriers to entry for 
platform development give a strong advantage to 
prime defense contractors, which are positioned to 

exploit both large-scale production capacity and a 
unique knowledge of the military customer.49 As a 
result, competition for major systems is effectively 
closed to commercial firms. In the case of rapid 
acquisitions and the incorporation of emerging 
technologies, however, commercial firms have 
the edge.50 This trend is broadly consistent with 
Clayton Christensen’s observations on innovation: 
“Established firms tend to be good at improving 
what they have long been good at doing, and … 
entrant firms seem better suited for exploiting radi-
cally new technologies.”51 Despite this, DOD is, in 
the words of one observer, “still paying dinosaurs 
to disrupt” and has done little to cultivate relation-
ships with commercial firms. 

Given the agility and adaptability needed to 
navigate the complex strategic environment of 
the future, DOD will increasingly need to access 
technology originating from both the commercial 
and defense sectors (see Table 1). The department 
is not currently well positioned to do so, nor is it 
clear that DOD recognizes the unsustainability of 
its current approach. 

Indeed, despite the predictable disruption that 
will arise from the proliferation of commercial 
technologies with defense applications, DOD has 
demonstrated a repeated inability to preemptively 
institute comprehensive change in the way it does 
business and has thus far failed to ease the entry of 
commercial firms into its defense market. Current 
acquisition processes often include cumbersome 
reporting standards and require the abdication of 
intellectual property rights, both of which inhibit 
commercial crossover into the defense space.

Commercial firms may also have concerns about 
the public relations impact of partnering with 
a military customer. These concerns have been 
well-documented with regard to the use of com-
mercial information technologies in government 
surveillance – a practice that has been roundly 
criticized by human rights groups with the intent 
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of impacting non-defense sales. For example, activ-
ist Norman Solomon has argued that Amazon’s 
cloud computing contract with the CIA means that 
it “is responsible for keeping the CIA’s secrets and 
aggregating data to help the agency do its work 
… including drone strikes.”52 Although this is a 
particularly extreme characterization, it nonethe-
less illustrates the public relations problem facing 
commercial firms. 

Many commercial firms are also reluctant to 
partner with a military customer because of con-
cerns about the ownership of intellectual property 
rights. DOD’s failure to resolve such concerns 
will have increasingly grave consequences for 
its ability to leverage innovative technologies. In 
this regard, Google’s recent purchase of Boston 
Dynamics, a commercial robotics company with 
strong links to the Defense Advanced Research 
Projects Agency (DARPA), is instructive. Although 
Google has stated that it will honor all existing 
development contracts signed by Boston Dynamics 
with DARPA, Google has also signaled that it is 
unlikely to enter into any new contracts with the 
agency.53 This development highlights the neces-
sity of developing effective policy instruments to 
manage emerging trends and ensure continued 
access to critical technologies and major sources of 
innovation.

Concerns about intellectual property rights are 
driving a similar phenomenon among inter-
national defense firms, which are often more 
amenable to partnering with each other than with 
the U.S. government. Indeed, European defense 
firms have a demonstrated history of collaborating 
across national borders to share production risk 
and navigate the challenges posed by increased 
competition and declining budgets.54 Although the 
size of the U.S. market has largely insulated it from 
many of these competitive pressures, economic 
and business trends suggest that this situation is 
unlikely to hold over the long term. Unfortunately, 
however, U.S. acquisition culture and regulatory 

structures are not optimized for such collabora-
tion and, in the absence of reform, could lead to a 
significant loss in competitiveness. 

In addition, there is evidence that existing acquisi-
tions processes in the United States have generated 
an aversion within DOD to procuring commercial 
products with potential military applications.55 
Over the long term, the convergence of these 
trends will constrain DOD’s ability to access and 
leverage commercial technology at a time when 
more and more innovation is emanating from the 
commercial sector. Indeed, a survey of defense 
experts by the Center for a New American Security 
found that 71 percent of these experts believe that 
future innovation is more likely to be derived from 
commercial technologies than from purely defense 
technologies.56 

TABLE 1: TECHNICAL NEEDS FOR NATIONAL 
MILITARIES

SUSTAINING 
TECHNOLOGY/

CAPABILITY

DISRUPTIVE 
TECHNOLOGY/
CAPABILITY

UNIQUELY 
MILITARY

Aircraft 
carriers, tanks, 
submarines, 
remotely 
piloted aircraft

Autonomous 
surveillance/
strike platforms, 
anti-ship 
ballistic missiles

ADAPTED 
FOR 
MILITARY 
USE

Cargo planes, 
helicopters, 
small arms, 
computer 
networks

Cyber, 
advanced 
manufacturing, 
robotics, 
synthetic 
biology

Note: This chart is intended to be illustrative, based on estimated operational 
effects and existing concepts of operations, and is therefore subject to change. 
The authors would like to thank Mike Horowitz, Russ Rumbaugh and Pat Ryan 
for their contributions to this taxonomy.
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Experts largely agree on the types of reform that 
would be required to address some of these chal-
lenges. Of the 16 major studies on acquisition 
reform since 1986, the majority “arrived at most of 
the same findings and made similar recommenda-
tions.”57 Nonetheless, meaningful reform has thus 
far remained elusive. And although it is possible that 
developments in the strategic environment could 
prompt a re-evaluation of current policies, such a 
result is far from certain. The exigencies of more than 
12 years of war may have resulted in incremental 
improvements in DOD’s ability to engage non-tradi-
tional suppliers – and notably led to the 2009 creation 
of the Rapid Fielding Initiative – but even they left the 
underlying acquisition structures largely intact and 
poorly situated to leverage commercial technologies. 

Failure to adapt to a primarily commercial technol-
ogy environment means missing the opportunity 

to capitalize on rapid technology transitions and 
privately funded R&D and additionally creates the 
real risk that military technology will be outdated 
and inferior to that which is available on the open 
market to friend and foe alike (see Table 2). Thus, 
in the continued absence of reform, the bifurcation 
of the defense industry – which has only widened 
since its emergence in the 1990s – presents a grow-
ing impediment to DOD’s ability to obtain the 
most innovative and impactful technologies and 
could eventually affect its ability to accomplish key 
strategic objectives. 

Implications of Changing Power Dynamics
The aforementioned trends – in national military 
spending, accessibility of disruptive technology 
and the broader strategic environment – could 
also result in changes in existing power dynam-
ics.58 Indeed, at a time when U.S. and allied defense 

TABLE 2: NOTIONAL FUTURE DEFENSE INDUSTRY STRUCTURE AND CAPABILITIES PRODUCED

Note: This chart describes a hypothetical future defense industry structure with candidate technologies produced. Technology development would almost certainly 
take place across different business types. The authors would like to thank Marty Bollinger for articulating this structure. 

MONOPOLY 
SUPPLIERS

Aircraft carriers, tanks, 
submarines

CURRENT DEFENSE INDUSTRY
Remotely operated and autonomous systems, anti-ship 

ballistic missiles, combat aircraft, small arms

COMMERCIAL BUSINESS
Cyber, advanced manufacturing, aircraft, computer networks, robotics, synthetic biology
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Source: Center for a New American Security Creative Disruption Survey II, February 2014.
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budgets are declining, some U.S. competitors 
have dramatically accelerated defense invest-
ments and embarked on aggressive programs of 
military modernization focused on the acquisition 
of asymmetric capabilities. In the case of China, 
for example, sizable increases in defense spend-
ing over the past decade have fueled the country’s 
development of advanced anti-access/area denial 
capabilities, which could in turn provide it with a 
strategic advantage in the event of a conflict and 
ultimately lead to a shift in the balance of power.59 

At the same time, the proliferation and acces-
sibility of disruptive technologies will continue 
to enhance the stature of individuals, non-state 
actors and minor military powers (see Figures 
4 and 5). Early indicators of this can be seen in 
Hezbollah’s acquisition of UAVs, which it has used 
to infiltrate Israeli airspace – a feat that likely could 
not be accomplished with conventional aircraft.60 
Further highlighting the implications of such 
a development, Yochi Dreazen has written that 
“drones represent the next evolution of warfare-by-
remote-control, when weaponized robotic planes 
give terrorist groups de facto air forces.”61 It seems 
clear that these dynamics will lead to the democ-
ratization of the tools of violence with attendant 
consequences for national security and the stability 
of the international system. 

In this way, the convergence of trends in technol-
ogy and security will affect the balance of power 
among all players in the international system – 
state and non-state alike. Moreover, the evolving 
diversification and amplification of threats will 
have a substantial impact on state-based capabil-
ity development, which will need to prepare for a 
growing range of contingencies – from the con-
ventional to the highly asymmetric. This difficulty 
will be compounded by concomitant reductions 
in U.S. and allied defense budgets. If major powers 
fail to recognize and plan for this state of affairs – 
and there is little evidence to suggest that they are 
doing so – they will find themselves increasingly 

vulnerable to a diverse set of actors and potentially 
powerless to effect desired outcomes in the event of 
a conflict. 

Risks of Unidentified Hollowness
Trends in technology and industry will also influ-
ence the ability of defense firms to recruit and 
retain high-level talent. In the years to come, the 
U.S. defense industry will face numerous chal-
lenges arising from the aging of its workforce, 18.5 
percent of which will be eligible for retirement in 
2017.62 This impending wave of retirement – which 
will result in a substantial loss of human capital – 
is set to hit at the same time that declining defense 
budgets and defense downsizing are decreasing 
the appeal of the industry among both current and 
rising talent.63 Indeed, in the case of the latter, an 
Aviation Week survey found that “60% of students 
at universities favored by aerospace and defense 
employers said they had considered a career in the 
industry in 2013, down from 72% in 2012 and the 
lowest in four years.”64 

As the sources of innovation continue to shift to 
the commercial sector – with attendant implica-
tions for the respective compensation packages 
on offer – defense firms will face an increasingly 
competitive talent market. This competitiveness 
will be heightened by the aggressive talent manage-
ment practices of some commercial firms.65 For 
example, many Silicon Valley businesses use so-
called “acqui-hires” – in which firms are acquired 
primarily for their talent – to access and corner 
limited, high-demand skill sets. Google’s recent 
acquisition of Boston Dynamics and other robotics 
companies is widely viewed as an example of this 
strategy. 

Such pressures could, in turn, give rise to uniden-
tified hollowness within the defense-industrial 
base. In the case of human capital, for example, the 
defense industry may successfully recruit a suf-
ficient number of workers but may find that those 
workers lack the optimal skill set or performance 
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record, ultimately leading to a further deterioration 
of industry-driven innovation. These dangers are 
similarly present within the supplier base and sup-
port contractors and, if left unidentified, threaten 
to hamstring DOD in the event of unforeseen crisis 
and to undermine the very foundations of national 
security.66

Political and Regulatory Interference 
Handicaps the Defense Industry
Given the budgetary constraints that will remain 
in place for the foreseeable future, the United States 
and similarly situated nations will have to make 
tradeoffs in the capabilities that they continue to 
invest in and produce. In addition to making wise 
investment decisions, these nations will be forced 
to assess how future capabilities will be devel-
oped. In theory, governments could provide clear 
demand signals to industry and allow commercial 
innovation and competition to naturally produce 
the best solutions. To date, however, the process of 
creative destruction has not held for the defense 
industry. Archaic regulatory barriers, distributive 
politics and entrenched interests have combined 
to forestall necessary change and protect favored 
capabilities. Worse, governments use these meth-
ods of intervention in an attempt to effect desired 
outcomes in the absence of a clearly defined 
strategy. 

Congressional politics have been particularly per-
nicious in minimizing the creative destruction that 
would otherwise arise under conditions of auster-
ity. Indeed, members of Congress, sensitive to the 
re-election imperative, are loath to support capa-
bility reductions that could negatively impact their 
constituencies, regardless of the military utility of 
those capabilities. This phenomenon has played out 
most recently in response to the Air Force’s efforts 
to divest itself of the A-10 ground-attack aircraft. 
Despite the service’s assessment that the A-10’s 
capabilities is now duplicated by other aircraft and 
that divestiture could thus enable the procurement 
of newer capabilities that could diminish overall 

strategic risk, a coalition of affected lawmakers 
has strongly resisted any changes in the current 
program.67 Lawmakers similarly disregarded ser-
vice preferences by promoting upgrades to the M1 
Abrams tanks despite the opposition of the U.S. 
Army.68 

The final outcome of this particular battle remains 
to be seen. However, one thing is clear: The 
absence of strategic direction is driving short-term, 
politically expedient behaviors in government and 
industry. This state of affairs is not sustainable, 
and as defense budgets continue to decline, the 
strategic and monetary costs of artificially prevent-
ing creative destruction will become increasingly 
apparent. In the years to come, it will be critical 
for the United States to adopt a more strategic 
approach – as well as the requisite political will 
– to identify the capabilities it should develop on 
its own, divest itself of or work with partners to 
achieve. It cannot continue to do everything. 
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I V.  R E CO M M E N DAT I O N S :  S U CC E S S 
A N D  FA I LU R E  I N  T H E  21 S T  C E N T U R Y

In the 21st century, the competitiveness of national 
governments will be determined by their ability to 
manage the disruptive effects arising from inter-
actions in the technology, security and business 
environments. Macro trends in these environments 
will inevitably lead to a diminution in the tradi-
tional sources of competitive advantage that were 
the hallmarks of 20th-century powers. However, 
this is not to suggest that 20th-century powers will 
necessarily face defeat nor that they will be inher-
ently uncompetitive. In fact, these powers – with 
their uniquely high levels of access to intellectual 
property, capital, commercial markets and highly 
trained military personnel – remain exceptionally 
well placed to succeed. 

To remain competitive, governments will need to 
align themselves with, rather than resist, prevail-
ing trends. For the United States, such alignment 
will require a guiding strategy that, in contrast to 
that of the Cold War, will not have the benefit of 
a large, existential threat as an organizing prin-
ciple. This strategy will need to provide the context 
within which DOD and its industry partners can 
develop capabilities for a rapidly evolving range of 
contingencies. These capabilities will necessarily 
be developed by widely different sources using a 
variety of methods to achieve appropriate levels of 
quality, cost and timeliness.

Such requirements, in turn, imply a new para-
digm for defense acquisition to support strategic 
objectives, minimize risk and maintain access to 
innovation. To achieve those aims, the new para-
digm must be multi-modal, agile and capable of 
leveraging a wide range of organizations (large 
or small, commercial or specializing in defense, 
domestic or international). This paradigm is 
ambitious, but it is fundamental to maintaining 
technological competitiveness and is well within 
the realm of the possible. 

To date, however, there has been little recognition that 
disruptive trends in technology, security and business 
are occurring, let alone that significant change will be 
required to adapt to them. Indeed, if national govern-
ments are to maintain competitiveness in the face of a 
rapidly changing strategic environment, they cannot 
afford to cling to outmoded paradigms, processes and 
structures. Likewise, elected officials, policymakers 
and defense industry leaders can no longer afford to 
employ expedient but short-sighted approaches at 
the detriment of competitiveness and sustainability. 
A wide range of actors will thus need to demonstrate 
bold leadership and a willingness to invest in long-
term strategic initiatives in support of vital objectives, 
regardless of popularity or adverse political pressures. 

In this spirit, we propose several necessarily high-
level recommendations to help business leaders 
and policymakers navigate the complexities of the 
emerging strategic, business and technological 
environments. 

Develop an Acquisition Strategy  
for the 21st Century 
Today’s approach to acquisition remains rooted 
in the precepts of a decades-old paradigm. While 
the technological offset strategy developed in the 

A wide range of actors will 

thus need to demonstrate bold 

leadership and a willingness 

to invest in long-term strategic 

initiatives in support of 

vital objectives, regardless of 

popularity or adverse political 

pressures. 
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late 1970s served the United States well during the 
last decades of the Cold War, it was not designed 
for today’s strategic environment nor can it eas-
ily accommodate emerging asymmetric threats 
– including cyberweapons, biological weapons and 
low-technology weapons from non-state actors – 
or satisfactorily leverage the growing number of 
commercially and internationally produced tech-
nologies. Indeed, the United States and other major 
powers cannot afford to continue to address the 
challenges of the 21st century with 20th-century 
approaches. Although comprehensive reform is 
highly unlikely, developing an appropriate stra-
tegic framework would create the conditions for 
positive, incremental change across the defense 
ecosystem. 

At a minimum, this paradigm needs to replicate 
the successes of the offset strategy by effectively 
equipping U.S. forces, imposing costs on adversar-
ies, generating positive economic externalities and 
strengthening alliance relationships and partner-
ships. It will also need to foster the agility needed 
to respond to unanticipated shifts in strategic 
priorities and the strategic environment. This will 
necessarily involve engaging business, domes-
tic and international equities in a manner that 
encourages both innovation and collaboration. The 
strategy will also need to recognize that DOD will, 
on balance, have a greater need to access externally 
developed technologies – that is, those originating 
from international or commercial firms – than in 
the past. The task of crafting such a strategy will be 
daunting but will be essential to maintaining com-
petitiveness and, for the United States, preserving 
military superiority. 

Undertake Reform to Update Defense 
Structures 
In support of this new strategy, DOD will need 
to implement numerous incremental reforms in a 
variety of areas. Although past efforts to introduce 
such reforms have been well documented, they 
have not yet come close to achieving necessary 

outcomes. The future success of reform will there-
fore require a shift in mindset – from managing 
the defense-industrial base, as currently conceived, 
to creating a permissive environment for a broader 
industrial base that can support defense needs. 
Specifically, DOD should implement the following 
changes:

ACQUISITION REFORM
The need for acquisition reform is widely acknowl-
edged and has been extensively studied both inside 
and outside of DOD.69 Moreover, there is a general 
consensus on the types of reform that are neces-
sary. What is needed, then, is not further study, 
but rather strong leadership and a commitment to 
instituting the actions that have already been iden-
tified. The British experience with implementing 
through-life costing demonstrates that this type of 
reform – even if flawed – is possible, despite politi-
cal, cultural and financial challenges.70 

In addition to easing the participation of interna-
tional and commercial firms in the defense space 
and implementing more effective mechanisms for 
acquiring international and commercial technolo-
gies, DOD will need to recognize that its uniform 
model for acquiring a diverse range of capabili-
ties and services is a vestige of a bygone era. Over 
the past 13 years of war, the department has – by 
necessity – utilized a number of more rapid, agile 
acquisition processes – via the Joint Improvised 
Explosive Device Defeat Organization, Rapid 
Fielding, the Rapid Equipping Force, etc. – that 
were better suited to its needs. In the future, DOD 
will need to identify the type of process that is 
most appropriate for the given circumstance and 
tailor its approach accordingly. Furthermore, it will 
need to establish methods of translating innovative 
concepts and prototypes into viable and enduring 
capabilities. 

Finally, DOD will need to demonstrate realism and 
restraint in the requirements generation process. 
To this end, it must conduct a candid assessment of 
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essential needs and limit capability requirements to 
those needs. In the past, the department has often 
insisted on a comprehensive but costly solution 
when a partial solution at a substantial cost savings 
would be adequate to meet essential needs. It can 
no longer afford to do so. 

IMPROVED COMMUNICATION TO THE MARKET
Once essential needs are established, DOD will 
then need to better communicate its intentions 
with both defense and commercial firms. For 
defense firms, DOD will need to increase visibil-
ity into the requirements process and convey its 
program agenda and priorities in a timely man-
ner. Such measures will help industry identify 
the areas to which it should direct investments, 
thereby reassuring investors and providing support 
for further investments.71 For commercial firms, 
DOD will need to clearly convey market opportu-
nities and identify potential points of commercial 
entry. As an example of this, Australia’s Roadmap 
for Network Centric Warfare explicitly sought 
to transmit the government’s demand signal to 
industry.72 DOD should replicate this approach on 
a broader scale.

IMPROVED ENGAGEMENT WITH COMMERCIAL 
FIRMS
In the past, DOD has often implemented policies 
that make it more, not less, difficult for commercial 
firms to do business with the department; however, 
this approach is counterproductive for all parties.73 
As the commercial sector becomes an increasing 
source of innovative technologies, DOD will need 
to better engage commercial firms and improve 
its means of leveraging these technologies for the 
warfighter. 

INTELLECTUAL PROPERTY REFORM
DOD will need to update regulations concerning 
the transfer, ownership and protection of intel-
lectual property (IP) to reflect the demands of 
today’s business environment. Existing intellectual 
property regulations, enacted during the height of 

the Cold War, continue to be useful within certain 
contexts but are now much more of an impediment 
to the government’s ability to access innovative 
technology or collaborate with potential partners. 
Indeed, as a DOD white paper concluded, “many 
commercial companies may refuse to do business 
with the Government because they believe that 
they will be forced to give up their IP rights under 
a traditional Government contract.”74 Despite 
DOD’s recognition of the problem, however, it 
has failed to enact meaningful reform. And as the 
sources of innovation continue to shift to the com-
mercial sector, this failure will become increasingly 
problematic.

REGULATORY REFORM
Declining revenues and increased competition 
point logically to increased collaboration through-
out the global defense industry, as is seen in many 
European projects, including the “nEUROn” UAV 
technology demonstrator.75 For this reason, the 
Departments of Defense, State and Commerce 
will need to make greater headway in adjusting 
both import and export controls to enable greater 
international collaboration and expand technol-
ogy-sharing agreements with U.S. partners and 
allies. Although there have been positive develop-
ments in this area – including the recent revisions 
to the U.S. Munitions Import List, which removed 
import controls on select defense articles – sub-
stantial opportunities remain for better aligning 
U.S. regulations with trends in the technology, 
security and business environments. 

Increase Defense Industry Innovation
Despite the critical need for government leadership 
to improve the strategic context in which defense 
industry operates, recent history provides little 
hope for optimism. At the same time, the responsi-
bility for reform and innovation does not rest solely 
with government. The defense industry will play a 
critical role in crafting a business environment that 
can adapt to rapidly changing trends in the techno-
logical and strategic environments and efficiently 
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produce premier defense capabilities. 

To date, however, the defense industry has been 
more focused on short-term risk mitigation than 
on long-term strategic thinking, as is evident in its 
preference for buying back shares – for the purpose 
of raising stock prices – rather than investing in 
innovative technologies or exploring alternative 
business strategies. Although shareholders and 
investors have rewarded this approach, it threatens 
to undermine the long-term competitiveness of 
the defense industry.76 Instead, defense industry 
and industry leaders should adopt the following 
approaches:

LEAD AND INVEST
Industry chief executive officers and other lead-
ers will need to demonstrate leadership with their 
boards and shareholders to make the case for 
bolstering long-term competitiveness through 
investments in innovative technologies, rather than 
simply responding to short-term market pressures. 
Industry leadership should additionally explore 
alternative business strategies, including mergers 
and acquisitions, that may present short-term risk 
but provide greater stability, greater potential for 
growth synergies and broader corporate sustain-
ability over the long run. 

EXPLORE MARKET ADJACENCIES
The defense industry, particularly so-called 
second-tier businesses with more commercial 
opportunities and structures, should explore 
market adjacencies. Rather than focusing solely 
on transferring defense technology to commercial 
markets, as was attempted with limited success 
in the 1990s, these businesses should explore the 
opportunity to act as a conduit between the com-
mercial sector and defense markets. 

DESIGN FOR AND AROUND REGULATIONS
In the absence of meaningful regulatory reform, 
defense businesses should explore the extent to 
which export compliance and other regulatory 

requirements can be incorporated directly into the 
design of systems, particularly for those systems 
intended to be exported to growing markets in 
developing nations. An example of this approach 
can be seen in Textron’s AirLand Scorpion, built 
entirely from commercially available and off-the-
shelf components that should be export compliant 
with little to no alteration.77 

EXPLORE EFFECTIVE INTERNATIONAL 
COLLABORATION
Current U.S. efforts at international collaboration 
have seen both successes and set-backs. However, 
if the defense industry is to remain competitive 
in the future, it will need to explore more effec-
tive means of partnering with international firms. 
The formation of MBDA, a transnational company 
with operations in the United States and several 
European countries, provides one potential model 
for such efforts.78

With such collaboration, however, comes pub-
lic concern about outsourcing, domestic job loss 
and economic decline. Industry will thus need to 
actively work to allay these concerns by promoting 
domestic manufacturing of those defense articles 
developed by international consortia, offering 
community job training and instituting other 
innovative programs. Such concerns have complex 
origins and are not easily addressed – often giv-
ing rise to acute political pressures. Yet it will be 
essential for industry to explore opportunities to 
socialize alternative models of business. 

Broadly speaking, although much of the impe-
tus for reform in the defense industry is tied to 
government action, this should not preclude proac-
tive innovation and creative competition from 
businesses. 
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V.  CO N C LU S I O N

Inertia, inability to adapt and a conscious desire to 
cling to the familiar methods of past success have 
positioned 20th-century powers and their defense 
industries for significant, predictable disruption 
in the face of 21st-century strategic, business and 
technological trends. It is unclear when exactly 
these trends will collide, but the leading indicators 
of peril are coming into focus as defense budgets 
decline. 

This ominous outlook need not be the future we 
create for ourselves. The governments and busi-
nesses in question retain the tools to access the 
intellect, capital and technology necessary for 
success. Their success – or failure – will rest on the 
ability of departments of defense to develop clear 
and flexible strategies for maintaining military 
superiority, as well as on the ability of industry to 
build on these strategies using innovative models 
and methods. Critically, these strategies must also 
be supported with appropriate, agile bureaucratic 
and governance processes. 

Unfortunately, the current defense climate, partic-
ularly in the United States, suggests that neither a 
recognition of the impending danger nor a willing-
ness to implement the requisite reforms is near at 
hand or even likely. Indeed, rather than improving 
certainty for business, simplifying regulations and 
allowing market forces to ensure competitiveness, 
DOD and Congress are attempting to effect success 
through regulation and oversight – precisely the 
wrong focus of effort. In the absence of change, the 
loss of strategic and technological advantage in the 
coming years will not simply be due to intractable 
macro trends but to a willful failure to adapt.
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As part of the project Creative Disruption: The Task Force on Strategy, Technology and Global Defense 
Industry, CNAS conducted a series of three short surveys.* These surveys served to highlight perceptions 
among national security experts on key trends in and issues regarding the future environments for tech-
nology, security, government regulations and industry. The following data summarizes the demographics 
of the survey participants.

C N A S  C R E AT I V E  D I S R U P T I O N  S U R V E Y  S U M M A R Y  S TAT I S T I C S

1019
Total participants (average of 340 per poll)

71%
Experience in the national security realm 
(public, private, and/or NGO)

29%
No experience in the national security realm 
(public, private, and/or NGO)

45%
Prior or current military service

55% 
No prior or current military service

88% 
explicitly identified as from the United States

AGE

AGE CATEGORY PERCENTAGE

18-29 17%

30-39 23%

40-49 21%

50-59 20%

60-69 14%

70-79 5%

80+ 0% (2 total)

EDUCATION

LEVEL OF EDUCATION PERCENTAGE

Bachelor’s Degree 35%

Master’s Degree 33%

Professional Degree 14%

PhD/EdD 17%

*The authors would like to thank Mike Horowitz for conducting the surveys.
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IN 2030, WILL GLOBAL DEFENSE INVESTMENTS IN THE FOLLOWING AREAS BE LOWER OR HIGHER THAN 
IN 2014, ADJUSTING FOR INFLATION?
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S U R V E Y  2 :  F E B R UA R Y  2014

By 2030, which of the following emerging technologies will be the 
most important for the global security environment, including for 

both national militaries and violent non-state actors?

Autonomous systems
Cyber

Directed energy
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More disruptive 
than sustaining

Will emerging technologies, as a whole, serve to 
disrupt or reinforce existing global power dynamics?

Major powers Minor powers Non-state actors

Concepts of employment            Doctrine            Information management          
  Hardware production            Personnel decisions            R&D allocations            Weapons systems

25% 24% 20%

7%

27%
40%

8%9%
8%

5%
3%

14%
12%7%

16%14%

17%4%
10%

17%

12%

By 2030, in which area will emerging technologies, as a whole, 
be most disruptive to national militaries and non-state actors?

BY 2030, WHICH OF THE FOLLOWING EMERGING 
TECHNOLOGIES WILL BE THE MOST IMPORTANT 

FOR THE GLOBAL SECURITY ENVIRONMENT, 
INCLUDING FOR BOTH NATIONAL MILITARIES 

AND VIOLENT NON-STATE ACTORS?

WILL EMERGING TECHNOLOGIES, AS A WHOLE, 
SERVE TO DISRUPT OR REINFORCE EXISTING 

GLOBAL POWER DYNAMICS?

BY 2030, IN WHICH AREA WILL EMERGING TECHNOLOGIES, AS A WHOLE, BE MOST DISRUPTIVE  
TO NATIONAL MILITARIES AND NON-STATE ACTORS?



|  35

1-5 Years 6-10 Years 11-20 Years 21-30 Years After 2044 Never

50%

40%

30%

20%

10%

0%

Autonomous systems
Cyber
Directed energy
Metamaterials
Synthetic biological agents
Three-dimensional printing
Unmanned systems

In what timeframe will the following technologies achieve maturity for major 
military powers, meaning they are fully integrated into relevant, stable systems 

and are no longer experiencing rapid change or growth?

35%
Technological 

change

31%
Financial 
pressure

3%
Regulatory 
constraints

31%
Changes in 
the security 

environment

 By 2030, which of the following current 
trends will be most consequential to the 

global defense industry?

IN WHAT TIMEFRAME WILL THE FOLLOWING TECHNOLOGIES ACHIEVE MATURITY FOR MAJOR MILITARY 
POWERS, MEANING THEY ARE FULLY INTEGRATED INTO RELEVANT, STABLE SYSTEMS AND ARE NO 

LONGER EXPERIENCING RAPID CHANGE OR GROWTH?

BY 2030, WHICH OF THE FOLLOWING CURRENT 
TRENDS WILL BE MOST CONSEQUENTIAL TO THE 

GLOBAL DEFENSE INDUSTRY?



Creative Disruption
Technology, Strategy and the Future of the Global Defense IndustryJ U N E  2 0 1 4

36  |

EUROPE

AFRICA
-6

1
NORTH 

AMERICA

13

LATIN/SOUTH AMERICA
-3

MIDDLE 
EAST

0
ASIA
20

RUSSIA/
CENTRAL ASIA

1

-50 0 50

costs

By 2030, national militaries in which geographic regions will derive the most 

BY 2030, NATIONAL MILITARIES IN WHICH GEOGRAPHIC REGIONS WILL DERIVE THE MOST MILITARY 
BENEFIT OR FACE THE MOST MILITARY COSTS FROM EMERGING TECHNOLOGIES?

EUROPE

AFRICA
6

4
NORTH 

AMERICA

3

LATIN/SOUTH AMERICA
4

MIDDLE 
EAST

14
ASIA
7

RUSSIA/
CENTRAL ASIA

10
By 2030, non-state actors in which geographic regions will derive the most military 
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By 2030, will a cyber attack measurably change the probability 
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 By 2030, will an unmanned aerial vehicle (UAV) shoot down 

BY 2030, WILL A CYBER ATTACK MEASURABLY 
CHANGE THE PROBABILITY OR COURSE  

OF A MILITARY CONFLICT?

BY 2030, WILL AN UNMANNED AERIAL VEHICLE 
(UAV) SHOOT DOWN A MANNED FIGHTER  

OR BOMBER?
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BY 2030, WILL THE FOLLOWING TYPES OF MILITARIES DEVELOP AND DEPLOY A FULLY AUTONOMOUS 
OFFENSIVE WEAPONS SYSTEM (A SYSTEM THAT, ONCE ACTIVATED, CAN INDEPENDENTLY MAKE 

TARGETING AND FIRING DECISIONS WITHOUT A HUMAN IN THE LOOP)? 
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BY 2030, WILL THE FOLLOWING TYPES OF MILITARIES USE A DIRECTED ENERGY WEAPON TO DESTROY,  
IN COMBAT, A SURFACE NAVAL OR AIR PLATFORM OF ANOTHER COUNTRY? 
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BY 2030, WILL THE FOLLOWING TYPES OF MILITARIES USE AN UNMANNED AERIAL VEHICLE  
TO SHOOT DOWN A MANNED FIGHTER OR BOMBER? 
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IN WHICH OF THE FOLLOWING AREAS DO YOU THINK CYBER WILL BE MOST IMPORTANT  
FOR NATIONAL MILITARIES BY 2030?
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Note: Respondents could pick up to two options.
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BY 2030, COMPARED TO TODAY, WILL MAJOR NATIONAL MILITARIES BEGIN TO DIVEST THEMSELVES  
OF ANY OF THE FOLLOWING SYSTEMS DUE TO THE EFFECT OF EMERGING TECHNOLOGIES? 
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HOW DO REGULATIONS ON THE DEFENSE INDUSTRY SUCH AS ITAR, USML, ETC.,  
HELP OR HURT THE UNITED STATES?
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WILL THE PERCENTAGE OF DOD PROCUREMENT 
SPENDING IN EACH OF THE FOLLOWING 

CATEGORIES CHANGE BETWEEN NOW AND 2030?
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TO WHAT EXTENT WOULD THE FOLLOWING 
TYPES OF CHALLENGES INCREASE OR DECREASE 

THE PROBABILITY OF MEANINGFUL REFORM? 
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