Report No. DODIG-2026-013

INSPECTOR GENERAL

U.S. Department of Defense

NOVEMBER 19, 2025

Audit of the DoD’s Management
of Data Remaining After the
Retirement of DoD Financial
Management Systems

e ——

— = —

INDEPENDENCE * INTEGRITY * EXCELLENCE * TRANSPARENCY






Results in Brief

Audit of the DoD’s Management of Data Remaining After
the Retirement of DoD Financial Management Systems

November 19, 2025

Objective

The objective of this audit was to assess
the effectiveness of the DoD’s management
of data that remains after the retirement of
financial management (FM) systems.

Background

The Defense Finance and Accounting
Service (DFAS) uses the Defense Departmental
Reporting System (DDRS) to:

e consolidate and adjust data from
active and retired FM systems and
DFAS files to produce the Component
and DoD Agency-Wide Financial
Statements, and

e report required information to the
Treasury for use in the development of
the U.S. Government Financial Statements.

Finding

DoD management did not effectively manage
the DDRS data that remained after the
retirement of 10 FM systems, as of

first quarter FY 2025. In addition, DDRS
reported and adjusted data from 57 obsolete
files during the same period. Those retired
FM systems and obsolete files contained
$4.2 trillion (net) in balances that were

not required for Treasury reporting and,
therefore, had no financial reporting
purpose. This occurred because:

e DFAS personnel did not archive DDRS
balances from retired FM systems and
obsolete files that were not required
for Treasury reporting,

Visit us at www.dodig.mil

Finding (cont’d)

e DFAS personnel and data owners did not support
balances from retired FM systems and obsolete files
that were still required for Treasury reporting, and

e data owners did not migrate all balances required
for Treasury reporting from retiring FM systems
into an active system.

Unnecessary and unsupported balances from retired

FM systems and obsolete files further complicated the DoD’s
already complex financial reporting process. Without better
data integrity practices, the DoD will have difficulty achieving
an unmodified (clean) audit opinion by FY 2028, as required
by the National Defense Authorization Act for Fiscal Year 2024.

Recommendations

We made six recommendations to address the finding in this
report. Among other recommendations, we recommend that
the DFAS Director archive balances in DDRS that are not
required for Treasury reporting.

We also recommend that the Under Secretary of Defense
(Comptroller)/Chief Financial Officer, DoD, coordinate with
stakeholders to support and migrate all balances required
for Treasury reporting to an active FM system.

Management Comments

and Our Response

The official Performing the Duties of the Under Secretary

of Defense (Comptroller)/Chief Financial Officer, DoD, agreed
with five of the six recommendations; therefore, the
recommendations are resolved but will remain open. They
partially agreed with one recommendation, but the comments
provided did not address the recommendation; therefore, it
remains unresolved. We request that the Under Secretary

of Defense (Comptroller)/Chief Financial Officer, DoD, provide
additional comments on the unresolved recommendation
within 30 days.

Please see the Recommendations Table on the next page
for the status of the recommendations.
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Recommendations Table

Recommendations | Recommendations

Recommendations
Management Unresolved Resolved Closed
Under Secretary of Defense (Comptroller)/
Chief Financial Officer, DoD la 1.b,1.c, 1d None
Director, Defense Finance and Accounting Service | None 2.3,2.b None

Please provide Management Comments by December 19, 2025.

Note: The following categories are used to describe agency management’s comments to individual recommendations.

¢ Unresolved — Management has not agreed to implement the recommendation or has not proposed actions that
will address the recommendation.

¢ Resolved — Management agreed to implement the recommendation or has proposed actions that will address the
underlying finding that generated the recommendation.

¢ Closed —The DoD OIG verified that the agreed upon corrective actions were implemented.
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OFFICE OF INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

November 19, 2025

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF
FINANCIAL OFFICER, DOD
CHIEF INFORMATION OFFICER OF THE DEPARTMENT OF DEFENSE
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING SERVICE

SUBJECT: Audit of the DoD’s Management of Data Remaining After the Retirement of
DoD Financial Management Systems (Report No. DODIG-2026-013)

This final report provides the results of the DoD Office of Inspector General’s audit.

We previously provided copies of the draft report and requested written comments on
the recommendations. We considered management’s comments on the draft report when
preparing the final report. These comments are included in the report.

This report contains one recommendation that is considered unresolved because the official
Performing the Duties of the Under Secretary of Defense (Comptroller)/Chief Financial Officer,
DoD, did not fully agree with the recommendation presented in the report. Therefore, the
recommendation remains open. We will track this recommendation until management

has agreed to take actions that we determine to be sufficient to meet the intent of the
recommendation and management officials submit adequate documentation showing that

all agreed-upon actions are completed.

The official Performing the Duties of the Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD, agreed to address the remaining five recommendations presented in
the report; therefore, we consider five recommendations resolved and open. We will close
the recommendations when you provide us documentation showing that all agreed-upon
actions to implement the recommendations are completed.

DoD Instruction 7650.03 requires that recommendations be resolved promptly. For the
unresolved recommendation, within 30 days please provide us your response concerning
specific actions in process or alternative corrective actions proposed on the recommendation.
For the resolved but open recommendations, we request that the Under Secretary of Defense
(Comptroller)/Chief Financial Officer, DoD, within 90 days provide us documentation showing
that the agreed-upon actions have been completed. Send your unclassified response

to

If you have any questions, please contact me at _

Lorin T. Venable, CPA
Assistant Inspector General for Audit
Financial Management and Reporting
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Introduction

Introduction

Objective

The objective of this audit was to assess the effectiveness of the DoD’s management
of data that remains after the retirement of financial management (FM) systems.
See the Appendix for a discussion of our scope and methodology and prior coverage
related to this audit.

Background

As of February 2025, the DoD used 268 major FM systems.! The Federal Financial
Management Improvement Act of 1996 (FFMIA) requires those systems to generate
accurate, reliable, and timely financial information for use in the creation of the
DoD Component, DoD Agency-Wide, and U.S. Government Financial Statements.?

The DoD’s systems environment (as a whole) is not FFMIA compliant, but DoD
management is implementing plans for it to be compliant by FY 2031. These

plans include the retirement of 62 FM systems by the end of FY 2031. However,
Report No. DODIG-2024-047, “Audit of the DoD’s Plans to Address Longstanding
Issues with Outdated Financial Management Systems,” identified that the DoD’s
data migration and system retirement decisions increased the complexities of

the DoD systems environment.> Because the DoD’s work to simplify its systems
environment is ongoing, this report contains recommendations to DoD management
regarding both past and future FM system retirements.

The DoD’s Financial Reporting Process

The Defense Finance and Accounting Service (DFAS) uses the Defense Departmental
Reporting System (DDRS) to consolidate and adjust data from DoD FM systems to
produce the DoD Component and Agency-Wide Financial Statements. Each year,

the DoD records billions of transactions in its FM systems, which are summarized
and then fed into DDRS for financial reporting. As Components work towards
simplifying their systems environment, they frequently retire their FM systems

and adjust financial reporting processes. In addition to the data from FM systems,

1 The DoD maintains a total of 415 FM systems as of February 2025. However, only 268 of those are DoD owned

and considered major FM systems. The remaining 147 FM systems are either owned by other Federal or Commercial
organizations or are applications generally used to fill gaps in the DoD’s major FM systems.

Public Law 104-208, “Federal Financial Management Improvement Act of 1996,” requires that Federal financial
management systems comply with the Federal requirements, accounting standards, and U.S. Standard General Ledger
at the transaction level. The DoD comprises over 60 separate Components, which are Military Departments, Defense
agencies, DoD field activities, Combatant Commands, or other organizational entities within the DoD. Financial data
from all these Components are consolidated to produce the DoD Agency-Wide Financial Statements.

3 Report No. DODIG-2024-047, “Audit of the DoD’s Plans to Address Longstanding Issues with Outdated Financial
Management Systems,” January 19, 2024.
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Introduction

DFAS uses files to report or adjust balances within DDRS. As processes change,
these DFAS files are no longer used in the financial reporting process, making them
obsolete. Although balances from retired FM systems and obsolete DFAS files are
no longer fed into DDRS, their balances may still impact the financial statements.
This is because when an FM system retires or a DFAS file becomes obsolete, a final
submission of balances is fed into DDRS. These balances do not change and are
carried forward systematically each period.

DDRS summarizes data and makes accounting adjustments, often to correct or
adjust data before producing the financial statements. Some of these accounting
adjustments identify the FM system or file that requires the adjustment, while
other accounting adjustments do not identify the individual FM system or file
impacted. Figure 1 shows a visual representation of how the data flows from
the individual transaction to the financial statements.
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Introduction

Figure 1. Flow of Transactions
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Introduction

In addition to producing the financial statements, DDRS also reports information
to the Treasury through the Governmentwide Treasury Account Symbol Adjusted
Trial Balance System for use in the development of the U.S. Government Financial
Statements. Specifically, the Treasury establishes guidance for Federal entities

to report certain balances for financial reporting purposes. DDRS uses this
guidance to report the DoD’s financial data to the Treasury, and DoD management
requires that the information that is reported to the Treasury matches the

DoD'’s financial statements.

System Migration Process

To simplify and modernize the DoD’s systems environment and address deficiencies
identified during its financial statement audits, the DoD plans to retire 62 FM systems
between FY 2025 and FY 2031. The decisions that system owners make through
the process of retiring those systems will have a lasting impact on the DoD’s ability
to support its financial transactions. Specifically, if the DoD fully supports and
reconciles transactions before a system migration, it can more easily explain to
auditors how it supported those related financial statement balances. On the other
hand, if the DoD does not fully support and reconcile transactions before a system
migration, it cannot ensure financial statement balances are supported when using
the new system.

In addition, the FM systems that the DoD is retiring are generally not FFMIA
compliant. The continued use of bad data after system retirements results in an
increased number of accounting adjustments; degrades the DoD’s ability to produce
complete and accurate universes of transactions and support financial statement
beginning balances; and impairs the ability of auditors to opine on the DoD’s

financial statements.

Roles and Responsibilities

The following officials and organizations have roles and responsibilities related
to FM systems that affect the DoD’s financial reporting.

¢ Under Secretary of Defense (Comptroller)/Chief Financial Officer, DoD
(USD][C])/CFO). The USD(C)/CFO is the principal advisor to the Secretary
of Defense for financial management, including the DoD’s accounting policy
and systems, along with their internal control program. The USD(C)/CFO
is responsible for preparing the Agency-Wide Financial Statements.

o Defense Finance and Accounting Services (DFAS) Director.
The DFAS Director works under the authority and direction of the
USD(C)/CFO and leads the accounting and finance activities of the
DoD. DFAS also owns and operates DDRS.

4 | Project No. D2025-D000FV-0070.000
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o Deputy Comptroller for Enterprise Financial Transformation.
The Deputy Comptroller for Enterprise Financial Transformation
advises the USD(C)/CFO on the innovation and data analytics in
the Office of the USD(C)/CFO.

DoD Chief Information Officer. The DoD Chief Information Officer

is the principal advisor to the Secretary of Defense for information
technology, and they are responsible for all matters related to the DoD
information enterprise, such as cybersecurity, communications, and
information systems.

Heads of the DoD Components. The DoD Component heads are
responsible for:

o ensuring that data from their Component systems are accurate,
complete, and supportable, as well as provided in a timely manner;

o completing their Component financial statements; and

o implementing policies and requirements prescribed by the DoD,
including guidance for the migration of data between systems.

Project No. D2025-D000FV-0070.000 | 5



Finding

Finding

DoD Management Did Not Effectively Manage Data
from Retired Financial Management Systems

DoD management did not effectively manage the DDRS data that remained after
the retirement of 10 FM systems, as of first quarter FY 2025. In addition, DDRS
reported and adjusted data from 57 obsolete files during the same period.* This
occurred because:
¢ DFAS personnel did not implement a system change request in DDRS
to archive balances from retired FM systems and obsolete files that
were not required for Treasury reporting,

¢ DFAS personnel and data owners did not support balances from
retired FM systems and obsolete files that were still required for
Treasury reporting, and

e data owners did not migrate balances required for Treasury reporting
from retiring FM systems into an active system.

Unnecessary and unsupported data further complicated the DoD’s financial
reporting process. As a result, DoD management could not provide sufficient
support for its financial statement balances. Without better data integrity
practices, the DoD will have difficulty achieving an unmodified (clean) audit
opinion by FY 2028, as required by law.>

DDRS Reported and Adjusted Data from Retired
Systems and Obsolete Files

For first quarter FY 2025, the DoD reported and adjusted DDRS balances associated
with 10 retired FM systems and 57 obsolete files. As shown in Figure 2, 96.6 percent
of the net balances from those retired FM systems and obsolete files, valued at

$4.2 trillion (net), were not required for Treasury reporting and had no financial
reporting purpose. The remaining 3.4 percent of net balances, valued at

$148.6 billion (net), were required for Treasury reporting.°

4 FM systems are owned by the DoD Components, while obsolete files are used by DFAS in the financial reporting process;
therefore, the number of obsolete files is identified separately from FM systems.

> Public Law 118-31, “National Defense Authorization Act for Fiscal Year 2024,” December 22, 2023.

% The $4.2 trillion and $148.6 billion net balances of retired FM systems and obsolete files represent an accumulation
of 31 years of data. For comparison purposes, the DoD reported $1.7 trillion in budget resources in the FY 2024 DoD
Agency-Wide Financial Statements.
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Finding

Figure 2. Balances from Retired FM Systems and Obsolete Files Required
for Treasury Reporting
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Source: The DoD OIG.

In addition to the DoD reporting balances that were not required for Treasury
reporting, DDRS adjusted those balances. In first quarter FY 2025, DDRS processed
over 490,000 accounting adjustments to retired FM systems and obsolete files, and
320,000 (65 percent) of the 490,000 adjustments were unnecessary because they
were made to balances that were not required for Treasury reporting.

In first quarter FY 2025, DDRS also performed over 2.2 million accounting
adjustments that did not identify a system.” As a result, it became more difficult
for DFAS and the Components to determine the actual balance of retired

FM systems. For example, although the U.S. Navy retired the Standard Accounting
and Reporting System (STARS) in FY 2022, DFAS cannot determine which STARS
balances were impacted by these accounting adjustments, further complicating the
associated cleanup of remaining STARS balances. Figure 3 shows an example of the
adverse impact of determining FM system balances when accounting adjustments
do not identify the FM system.

7 Because DFAS did not identify the system impacted for these 2.2 million accounting adjustments, the adjustments could
have impacted more than retired FM systems and obsolete file balances.
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Finding

Figure 3. Adverse Impact of Determining Balances When Adjustments Do Not Identify
the System
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Source: The DoD OIG.

To better facilitate the future retirement of DoD FM systems and improve the
DoD financial reporting process, the USD(C)/CFO should:

¢ require DFAS to perform all future accounting adjustments at a level
that ensures the system or file impacted can be identified, and

¢ assess whether artificial intelligence software could assist DFAS in
reviewing previously recorded accounting adjustments made to balances
required for Treasury reporting to identify the impacted systems or files,
making it easier to identify the impact of systems that are retiring.

DDRS Did Not Archive Balances No Longer Required

for Treasury Reporting

DFAS personnel did not implement a ! InFY 2017, DFAS developed but
system change request in DDRS to archive : has not implemented to date a
system change that would have

led to 1.5 million less adjustments.

balances from retired FM systems
and obsolete files that were no longer
required for Treasury reporting. In
FY 2017, DFAS personnel developed a system change request to implement an
archiving strategy in DDRS that would have decreased the number of first quarter
FY 2025 accounting adjustments by 1.5 million, valued at $4.3 trillion (net).
However, as of July 2025, DFAS had not implemented this system change request
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due to the prioritization of other efforts. Without this archiving strategy,
data related to balances that are not required for Treasury reporting could be
improperly reported in the financial statements. For example, in first quarter
FY 2025, the DoD incorrectly reported balances on the:

e U.S. Special Operations Command Balance Sheet within the Fund Balance
with Treasury line item; and

e DoD Component Level Accounts Balance Sheet within the Accounts
Receivable, Other Assets, and Advances and Prepayments line items.

DFAS relied on the Components to make accounting adjustments to remove these
incorrect balances; however, the Components did not make them before financial
statements were finalized for the first quarter of FY 2025. DFAS personnel stated
that, as a part of the annual financial reporting process, incorrect balances could
be reported on the financial statements for the first three quarters of the fiscal
year, and then removed during the fourth quarter using accounting adjustments so
that the incorrect balances were not reported on the annual financial statements.

Implementing the system change request in DDRS to archive all balances that are
not required for Treasury reporting would decrease the risk of these balances
being inappropriately reported on the financial statements for any quarter.

The decreased risk would lead to more accurate financial statements in the

first three quarters of the fiscal year and require less accounting adjustments,
which has been the subject of several DoD OIG and GAO audits over the years.®
To improve the accuracy of the DoD’s financial reporting throughout the year
and the efficiency of DFAS processes, the DFAS Director should implement system
change requests in DDRS to stop performing accounting adjustments on balances
that are not required for Treasury reporting and archive these balances.

The DoD Did Not Support Balances from Retired Systems
and Obsolete Files

After DFAS implements the archiving strategy in DDRS, only 3.4 percent of the
balances from retired FM systems and obsolete files, valued at $148.6 billion (net),
will remain and need to be supported. DFAS personnel and data owners must
support the remaining balances from retired FM systems and obsolete files that
are still required for Treasury reporting. For example:

e For first quarter FY 2025, STARS reported a balance of $112.1 billion (net)
in DDRS that was required for financial reporting. These balances may have
been offset by accounting adjustments or balances in other Navy systems,
which complicated the effort to research and support the remaining STARS

8 An example of a GAO report related to the DoD reducing the number of adjustments is Report No. GAO-20-96,
“Department of Defense: Actions Needed to Reduce Accounting Adjustments,” January 2020.

Finding
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balances needed for financial reporting. Although STARS has been retired
for 3 years, research and efforts to support the remaining STARS balances
were not completed as of first quarter FY 2025.°

e TTBCASH was a DFAS file used to report Fund Balance with Treasury
balances. Although DFAS personnel stopped using this file in FY 2018,
it did not zero out all the balances. The remaining TTBCASH balances
were offset by balances in other files and DDRS adjustments. According
to DFAS, one accountant worked full time for over 9 months to research
TTBCASH balances for the Defense Health Agency. Deficiencies in the
Defense Health Agency Fund Balance with Treasury balance significantly
contributed to the FY 2024 DoD Agency-Wide Fund Balance with Treasury
material weakness.!?

After efforts to support these balances are complete for retired FM systems and
obsolete files, the balances that make up the DoD Component and Agency-Wide
Financial Statements will be composed of more accurate data, allowing Components
and DFAS to spend less time and resources: (1) researching and resolving
accounting issues, (2) responding to audit requests and explaining unnecessary
data to auditors, (3) making accounting adjustments, and (4) supporting financial
statement balances.

Therefore, the USD(C)/CFO should coordinate with the DoD Chief Information
Officer, DFAS Director, and data owners to:

e fully support all unmigrated balances from retired FM systems that
are required for Treasury reporting; and

¢ develop and implement policies and procedures to fully support all
balances required for Treasury reporting before each FM system
retirement occurs in the future.

Data Owners Did Not Migrate Balances Required

for Treasury Reporting

Data owners did not migrate balances required for Treasury reporting into an
active FM system during the retirement process. Specifically, the DoD did not
migrate data required for Treasury reporting when it retired 10 FM systems.

When migrating data from old to new systems, the DoD commonly used

two approaches—the zero-fill and point-forward approaches. In the zero-fill
approach, the data owner migrates all relevant data from the old system to the new
system and zeros out all remaining balances in the old system. The balances are

% InJuly 2025, DFAS identified that the research related to some STARS balances was completed in May 2025.

10 A material weakness is a weakness in internal control that is so significant that it could prevent management from
detecting or correcting a material misstatement in the financial statements in a timely manner.
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then sent to DDRS for use going forward. In the point-forward approach, the data
owner only migrates data after a certain point in time. At the end of the process,
the data owner provides DFAS with a file that includes the remaining balances from
the old system for use in the DoD’s financial reporting. In the point-forward

approach, the old system would continue to : After retirement, old systems

continue to contribute data
: to the financial statements
: indefinitely.

contribute data, which may be unsupported,
through DDRS indefinitely to the DoD
Component and Agency-Wide Financial
Statements, although the system no longer
existed. For example, the Navy used the point-forward approach when retiring
STARS in FY 2022 and did not migrate funds that do not expire to an active system.
For these unmigrated balances, the STARS balance in DDRS includes a net balance
of $57.8 billion that DDRS will report indefinitely.

Because the DoD currently reports data from 10 retired FM systems and plans
to replace 62 FM systems between FY 2025 and FY 2031, we recommend that the
USD(C)/CFO coordinate with the DoD Chief Information Officer, DFAS Director,
and data owners to:

e migrate all balances required for Treasury reporting to an active
FM system for inclusion in current files submitted to the DDRS, and

¢ develop and implement policies and procedures to migrate all balances
required for Treasury reporting to an active FM system before each
FM system retirement occurs in the future.

Furthermore, the DFAS Director should develop a plan to discontinue the use
of obsolete files in their compilation of the DoD Component or Agency-Wide
Financial Statements.

Unnecessary and Unsupported Data Overcomplicated
the DoD’s Financial Reporting Process

Unnecessary and unsupported data from : Without better data integrity,

retired FM systems and obsolete files further : the DoD will have difficulty

complicates the DoD’s already complex ! achieving an unmodified

financial reporting process. As a result, DoD . . .
P &P : audit opinion.

management could not provide sufficient
support for its financial statement balances. Without better data integrity practices,
the DoD will have difficulty achieving an unmodified audit opinion by FY 2028, as
required by law.
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If the DoD were to archive its financial data related to balances that are not
required for Treasury reporting and support the required data, the DoD would
better position itself to receive an unmodified audit opinion by improving financial
statement accuracy, providing basic information required for an audit, and
simplifying the financial reporting process.

¢ Improving Financial Statement Accuracy - During financial
statement audits, the DoD has received various Notices of Findings and
Recommendations related to controls over past system migrations,
including the Navy’s STARS migration. A finding related to the STARS
migration indicated that during the system migration process, the
Navy had numerous financial issues, resulting in a high risk that the
Navy’s financial statements were misstated. Taking steps to reduce the
amount of unnecessary and unsupported data would correct FM system
retirement deficiencies identified in financial statement audits and result
in more accurate financial statements.

¢ Providing Basic Information Required for an Audit - The DoD has
generally not been able to provide auditors with basic information
required for a financial statement audit. Specifically, the DoD has not
been able to provide a complete and accurate universe of transactions
and support its beginning balances. As a result, the DoD and several
large DoD Components have material weaknesses in these areas. Taking
steps to reduce the amount of unnecessary and unsupported data would
improve the likelihood of a favorable audit opinion.

+ Simplifying the Financial Reporting Process - When the DoD has
balances that are spread across hundreds of FM systems and files,
it is difficult to explain the data used to support the DoD financial
statement balances, and this results in additional effort from DFAS
to perform the financial reporting process. Taking steps to reduce
the amount of unnecessary and unsupported data would simplify the
financial reporting process, allowing for the DoD to more easily explain
its financial statement balances and decrease the amount of data DFAS
processes and supports.

Simpler financial reporting processes, in which the DoD reports and adjusts less
unnecessary and unsupported data, would allow more DoD resources to be used
for its operational mission.

12 | Project No. D2025-D000FV-0070.000



Recommendations, Management Comments,
and Our Response

Recommendation 1
We recommend that the Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD:

a. Require the Defense Finance and Accounting Service to perform all future
accounting adjustments at a level that ensures the system or file impacted
can be identified.

Under Secretary of Defense (Comptroller)/Chief Financial Officer,
DoD Comments

The official Performing the Duties of the USD(C)/CFO, partially agreed with

the recommendation, stating that DFAS and the DoD will perform an assessment

to determine the need, cost, and benefit of such a requirement and how it fits into
the DoD'’s priorities and objectives, as many entities have received unmodified
opinions without such a requirement.

Our Response

Although the USD(C)/CFO partially agreed, the comments provided did not address
the recommendation; therefore, it is unresolved. While we acknowledge that

the DoD needs to consider its priorities, as well as the need, cost, and benefit
when implementing recommendations, as stated in the finding, the practice of
performing accounting adjustments without identifying the impacted system further
complicates the DoD’s already complex financial reporting process. Additionally,
we encourage the USD(C)/CFO to implement strong controls and good financial
management practices, which will have a positive impact on the DoD Component
and Agency-Wide audit opinions.

We request that the USD(C)/CFO provide additional comments within 30 days
of the final report describing the actions they plan to take to meet the intent
of this recommendation.

b. Assess whether artificial intelligence software could assist the Defense
Finance and Accounting Service in reviewing previously recorded
accounting adjustments made to balances required for Treasury reporting
to identify the impacted systems or files, making it easier to identify the
impact of systems that are retiring.

Finding
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c. Coordinate with the DoD Chief Information Officer; Director, Defense
Finance and Accounting Service; and data owners to fully support all
unmigrated balances from retired financial management systems that
are required for Treasury reporting and migrate those balances to
an active financial management system for inclusion in current files
submitted to the Defense Departmental Reporting System.

d. Coordinate with the DoD Chief Information Officer; Director, Defense
Finance and Accounting Service; and data owners to develop and
implement policies and procedures to fully support and migrate
all balances required for Treasury reporting to an active financial
management system before each financial management system
retirement occurs in the future.

Under Secretary of Defense (Comptroller)/Chief Financial Officer,
DoD Comments

The official Performing the Duties of the USD(C)/CFO, agreed with the
recommendations, stating that their office will work with:

¢ DFAS to identify and assess the potential benefits of applying artificial
intelligence-type technology towards reviewing previously recorded
accounting adjustments;

e appropriate equity owners in the remediation process to ensure that
data owners fully support all migrated balances from retired financial
management systems that are required for Treasury reporting, and
migrate those balances; and

e the DoD Chief Information Officer, DFAS, and data owners to assess
current policies and procedures to identify any gaps limiting the
migration of data required for Treasury reporting to an active
financial management system before the future system retirements.

For each of these recommendations, the USD(C)/CFO will provide a plan of action
with completion dates to the DoD OIG within the next 60 calendar days, including
citing any potential monetary benefits.

Our Response

Comments from the USD(C)/CFO addressed all specifics of the recommendations;
therefore, they are resolved but will remain open. As part of the USD(C)/CFQ’s
plan of action, we request that they consider both the monetary and nonmonetary
benefits of the DoD maintaining good financial management practices because
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those practices may not always result in monetary benefits. We will close
these recommendations once we receive the USD(C)/CFO ’s plan of action and
documentation verifying that they have:

o fully assessed the costs and benefits of using artificial intelligence
to identify the system triggering the need for an adjustment in DDRS.

¢ ensured data owners have fully supported all unmigrated balances
from retired financial management systems that are required for
Treasury reporting and migrated those balances to an active financial
management system.

 implemented policies and procedures to ensure that balances required for
Treasury reporting are fully supported and migrated to an active financial
management system for future system retirements.

Recommendation 2

We recommend that the Director, Defense Finance and Accounting Service:

a. Implement system change requests in the Defense Departmental
Reporting System to stop performing accounting adjustments on balances
that are not required for Treasury reporting and archive these balances.

b. Develop a plan to discontinue the use of obsolete files in their compilation
of the DoD Component or Agency-Wide Financial Statements.

Director, Defense Finance and Accounting Service Comments

The official Performing the Duties of the USD(C)/CFO, responding for the Director,
DFAS, agreed with the recommendations, stating that they have reprioritized the
primary DDRS system change request referenced in the DoD OIG’s report. They
will also analyze obsolete files and their impact on the financial statements. They
will provide a plan of action with completion dates, including citing any potential
monetary benefits, to the DoD OIG within the next 60 calendar days.

Our Response

Comments from the USD(C)/CFO addressed all specifics of the recommendations;
therefore, they are resolved but will remain open. As part of the DFAS plan of
action, we request that they consider both monetary and nonmonetary benefits of
the DoD maintaining good financial management practices because those practices

Finding
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Finding

may not always result in monetary benefits. We will close these recommendations
once we receive the DFAS plan of action and documentation verifying that the
Director, DFAS has:

* implemented system change requests in DDRS to stop performing
accounting adjustments on balances that are not required for Treasury
reporting and ensure these balances are archived, and

¢ discontinue the use of obsolete files in their compilation of the
DoD Component and Agency-Wide Financial Statements.
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Appendix

Scope and Methodology

We conducted this performance audit from January 2025 through August 2025

in accordance with generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our finding and conclusions
based on our audit objective. We believe that the evidence obtained provides a
reasonable basis for our finding and conclusions based on our audit objective.

The scope of our audit included all DoD-wide data that contributed to the first
quarter FY 2025 Agency-Wide Financial Statements. We received DoD-wide data
from DoD management, along with a list of retired FM systems and obsolete files
from DFAS that were still included in the data. Figure 4 shows the 10 retired
FM systems identified within the data set we received from DoD management.

Figure 4. Retired FM Systems DoD Management Identified

Integrated
Defense Defense Management
Business Working Capital Fixed Asset: Processing
Management Accounting System (FAS) System/Navy
System (DBMS) System (DWAS) Research Lab
(IMPS/NRL)

Military Sealift Standard
Command- Operations and S ENET]
Financial Army Research and Accounting and

Management Development Reporting
System System System (STARS)
(MSCFMS) (SOMARDS)

Washington
Headquarters
Services Allotment
and Accounting
System (WAAS)

Note: “STOCK” and “STATE” are not acronyms but represent system names.
Source: The DoD OIG.

To address our audit objective, we analyzed the data provided. In addition
to identifying data from 10 retired FM systems, we also identified data from
57 obsolete files. Given the pervasiveness of these files within the data, we
included them within our audit results. We met with DFAS and OUSD(C)/CFO
personnel to understand the financial statement compilation process and
accounting adjustment process when an FM system is retired. We sent a
questionnaire to various auditors to help us determine the impact of this
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data on the Component audits. Lastly, we researched policies, procedures, and
business practices applicable to the retirement of those FM systems to obtain
an understanding of the retired DoD FM system process.

Internal Control Assessment and Compliance

We reviewed internal controls and compliance with laws and regulations necessary
to satisfy the audit objective. In particular, we determined that while internal
controls are significant to the audit objective, we did not plan or perform audit
procedures to further assess internal controls as DoD management confirmed

that deficiencies exist. However, because our review was limited to these internal
control components, it may not have disclosed all internal control deficiencies that
may have existed at the time of this audit.

Use of Computer-Processed Data

We used computer-processed data to perform this audit. We determined

that significant control deficiencies existed over DoD FM system data, so our
conclusions that involve computer-processed data had to be further corroborated
by additional audit evidence. This involved obtaining responses from the system
owners and obtaining additional supporting documentation that validated

data received from system owners. Due to the impacts of data reliability from
DoD FM systems and our ability to further corroborate conclusions and use
alternative sources, we determined that the computer-processed data were
sufficiently reliable for our purpose.

Prior Coverage

DoD 0OIG

Report No. DODIG-2025-040, “Independent Auditor’s Reports on the DoD FY 2024
and FY 2023 Financial Statements,” November 15, 2024

The DoD OIG determined that Financial Management Systems Modernization
was a material weakness for the DoD and determined that the DoD uses
thousands of systems, hundreds of which were relevant to internal controls
over financial reporting. Many of these systems used to report data in the
Component and Agency-Wide Financial Statements did not comply with the
FFMIA. The DoD has acknowledged its noncompliance with the FFMIA since
FY 2001. The DoD’s failure to modernize the financial management systems
environment increased the risk of the DoD not being able to produce accurate,

11 The Agency-Wide Financial Statement audit is an annual audit required by law. Prior year financial statement audit
reports include Reports No. DODIG-2024-027, No. DODIG-2023-031, No. DODIG-2022-037, and No. DODIG-2021-028.
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reliable, and timely financial management information or achieve compliance
with the FFMIA. This will continue to impede the DoD and its Components’
ability to achieve an unmodified audit opinion. Additionally, the DoD OIG
determined that there were five additional material weaknesses related

to the DoD’s systems environment.

Report No. DODIG-2024-047, “Audit of the DoD’s Plans to Address Longstanding
Issues with Outdated Financial Management Systems,” January 19, 2024

The DoD OIG determined that although the DoD’s plans emphasize the
importance of retiring noncompliant systems, they did not include discussions
related to who is responsible for the oversight of system retirements.
Additionally, OUSD(C)/CFO management is not involved in data migration

or system retirement processes. The lack of involvement from OUSD(C)/CFO
management leads to disjointed and overcomplicated migrations that may not
be beneficial to the DoD as a whole.

GAO
Report No. GAO-23-104539, “DoD Needs to Improve System Oversight,” March 2023

The GAO determined that the DoD has established a process for overseeing
its financial systems but lacks fully developed guidance and reliable data.

As a result, the DoD does not have the guidance and information it needs

to help ensure that it develops systems that can support its efforts to achieve
a clean audit opinion.

Report No. GAO-20-252, “Financial Management: DoD Needs to Implement
Comprehensive Plans to Improve Its Systems Environment,” September 2020

The GAO determined that the DoD does not have sufficiently detailed plans
for migrating key military service legacy accounting systems to new systems.

Project No. D2025-D000FV-0070.000

19



Management Comments

20

Management Comments

Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD

€ul

OFFICE OF THE UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON

WASHINGTON, DC 20301-1 100 .
SEP 7 62025

COMPTROLLER

MEMORANDUM FOR PROGRAM DIRECTOR, FINANCIAL MANAGEMENT AND
REPORTING, DEPARTMENT OF DEFENSE OFFICE OF
INSPECTOR GENERAL

SUBJECT: Response to Department of Defense Office of Inspector General Draft Report,
“Audit of the Department of Defense’s Management of Data Remaining After the
Retirement of Department of Defense Financial Management Systems,” Project No.
D2025-D000FV-0070.000

Thank you for the opportunity to respond to the subject draft auditreport. 1 have
reviewed your concerns and agree with your assessment of the effectiveness of the management
of data that remains after the retirement of financial management systems. Detailed responses to
the recommendations are attached.

The security review to verify Controlled Unclassified Information markings in the report
has been completed.

Please direct any questions or requests for additional information to my point of contact

for this cffort, |

,ﬂf/ W Hurob i

ules W. Hurst 111
Performing the Duties of the Under Secretary of
Defense (Comptroller)/Chief Financial Officer

Attachment:
As stated
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Management Comments

Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD (cont’d)

OFFICE OF THE UNDER SECRETARY OF DEFENSE (COMPTROLLER) (OUSD(C))
RESPONSES TO RECOMMENDATIONS

DOD OFFICE OF INSPECTOR GENERAL DRAFT REPORT, “AUDIT OF THE
DEPARTMENT OF DEFENSE’S MANAGEMENT OF DATA REMAINING AFTER
THE RETIREMENT OF DEPARTMENT OF DEFENSE FINANCIAL MANAGEMENT
SYSTEMS,” PROJECT NO. D2025-D000FV-0070.000

Recommendation 1.a.: We recommend that the Under Secretary of Defense
(Comptroller)/CFO, DoD: Require the Defense Finance and Accounting Service to perform all
future accounting adjustments at a level that ensures the system or file impacted can be
identified.

OUSD(C) Response to Recommendation 1.a: Partially concur. The Defense Finance and
Accounting Service (DFAS) and DoD will conduct a comprehensive assessment to determine the
need/cost/benefit of such a requirement and how it fits into the DoD priorities and objectives, as
many entities have received unmodified opinions without such a requirement. We will provide a
plan of action with completion dates, including citing any potential monetary benefits, to the
DoD Office of Inspector General (OIG) within the next 60 calendar days. Estimated completion
date to be determined.

Recommendation 1.b: We recommend that the Under Secretary of Defense
(Comptroller)/CFO, DoD: Assess whether artificial intelligence software could assist the
Defense Finance and Accounting Service in reviewing previously recorded accounting
adjustments made to balances required for Treasury reporting to identify the impacted systems or
files, making it easier to identify the impact of systems that are retiring.

OUSD(C) Response to Recommendation 1.b.: Concur. The OUSD(C) Enterprise Financial
Transformation (EFT) team leads our data analytics and artificial intelligence application
research and development. Our team has been supporting audit and financial reporting
improvement efforts utilizing our suite of Advana development tools. The team will work with
DFAS to identify and assess the potential benefits of applying artificial intelligence-type
technology towards reviewing previously recorded accounting adjustments. We will provide a
plan of action with completion dates, including citing any potential monetary benefits, to the
OIG within the next 60 calendar days. Estimated completion date to be determined.

Recommendation 1.c.: We recommend that the Under Secretary of Defense
(Comptroller)/CFO, DoD: Coordinate with the DoD Chief Information Officer; Director,
Defense Finance and Accounting Service; and data owners to fully support all unmigrated
balances from retired financial management systems that are required for Treasury reporting and
migrate those balances to an active financial management system for inclusion in current files
submitted to the Defense Departmental Reporting System.

Attachment
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Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD (cont’d)

OUSD(C) Response to Recommendation 1.c.: Concur. OUSD(C) generally agrees with the
recommendation. We recommend adding the following language to ensure all equity owners in
the remediation process are included. Revise to read, “Ensure data owners fully support all
migrated balances from retired financial management systems that are required for Treasury
reporting, and migrate those balances from retired financial management systems for inclusion in
the current files submitted to the Defense Departmental Reporting System (DDRS).” We will
provide a plan of action with completion dates, including citing any potential monetary benefits,
to the OIG within the next 60 calendar days. Estimated completion date to be determined.

Recommendation 1.d.: We recommend that the Under Secretary of Defense
(Comptroller)/CFO, DoD: Coordinate with the DoD Chief Information Officer; Director,
Defense Finance and Accounting Service; and data owners to develop and implement policies
and procedures to fully support and migrate all balances required for Treasury reporting to an
active financial management system before each financial management system retirement occurs
in the future.

OUSD(C) Response to Recommendation 1.d.: Concur. OUSD(C) will work with the DoD
Chief Information Officer, DFAS, and data owners to assess current policies and procedures to
identify any gaps limiting the migration of data required for the Treasury to an active financial
management system before the retirement of financial management systems. We will provide a
plan of action with completion dates, including citing any potential monetary benefits, to the
OIG within the next 60 calendar days. Estimated completion date to be determined.

Recommendation 2.a.: We recommend that the Director, Defense Finance and Accounting
Service: Implement system change requests in the Defense Departmental Reporting System
(DDRS) to stop performing accounting adjustments on balances that are not required for
Treasury reporting and archive these balances.

OUSD(C) Response to Recommendation 2.a.: Concur. The DDRS Configuration Control
Board (CCB) has re-prioritized the primary DDRS system change referenced in the OIG report
(to archive canceled balances not impacting the financial statements/reporting). Upon
completion of the DDRS Consolidation, DDRS Program Management Office (PMO) will
coordinate appropriately to build requirements for this change and assess potential
implementation. As part of that, we will analyze the referenced "obsolete" files since being
"obsolete" would likely mean they are not affecting the financial statements, as this reference is
intertwined throughout the OIG report. We will provide a plan of action with completion dates,
including citing any potential monetary benefits, to the OIG within the next 60 calendar days.
Estimated completion date September 30, 2027.

Recommendation 2.b.: We recommend that the Director, Defense Finance and Accounting
Service: Develop a plan to discontinue the use of obsolete files in their compilation of the DoD
Component or Agency-Wide Financial Statements.

OUSD(C) Response to Recommendation 2.b.: Concur. The DDRS CCB has re-prioritized the
primary DDRS system change that is referenced in the OIG’s report (to archive canceled
balances that are not impacting the financial statgments/reporting). Upon completion of the
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Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD (cont’d)

DDRS Consolidation, DDRS Program Management Office (PMO) will coordinate appropriately
to build requirements for this change and assess potential implementatation. As part of that, we
we will analyze the referenced "obsolete" files since being "obsolete" would likely mean they
are not affecting the financial statements, as this reference is intertwined throughout the OIG
report. We will provide a plan of action with completion dates, including citing any potential
monetary benefits, to the OIG within the next 60 days. Estimated completion date September
30, 2027.

Project No. D2025-D000FV-0070.000 | 23



Acronyms and Abbreviations

Acronyms and Abbreviations

DDRS
DFAS
FFMIA

FM

STARS
USD(C)/CFO

Defense Departmental Reporting System

Defense Finance and Accounting Service

Federal Financial Management Improvement Act of 1996
Financial Management

Standard Accounting and Reporting System

Under Secretary of Defense (Comptroller)/Chief Financial Officer, DoD
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against
retaliation for protected disclosures that expose possible fraud, waste,
and abuse in Government programs. For more information, please visit

the Whistleblower webpage at www.dodig.mil/Components/
Administrative-Investigations/Whistleblower-Reprisal-Investigations/

Whistleblower-Reprisal/ or contact the Whistleblower Protection

Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Legislative Affairs Division
703.604.8324

Public Affairs Division
public.affairs@dodig.mil; 703.604.8324

WwWW
www.dodig.mil

DoD Hotline
www.dodig.mil/hotline




DEPARTMENT OF DEFENSE | OFFICE OF INSPECTOR GENERAL

4800 Mark Center Drive
Alexandria, Virginia 22350-1500
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