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Executive Summary

MORS Presentation: A comparison of selected risk approaches for national security
decisions

Authors: Dr. James Thomason (IDA), Mr. Jim Bexfield (IDA), FS, Dr. Jason Dechant (IDA)

The use of risk analysis to support major decisions has increased over the years in the
national security community. Examples include the development of a Mission Risk Register in the
Department of Homeland Security (DHS), an optimization model supporting the defense industrial
base in the Office of the Secretary of Defense (OSD), the use of the Integrated Risk Assessment
and Management Model (IRAMM) to support the Commission on the Future of the Army, and the
annual risk assessment prepared by the Chairman of the Joint Chiefs of Staff. This presentation
briefly describes four risk-analytic applications that were presented in an IDA-hosted event titled
“Senior-Level Forum on the Use of Risk to Improve National Security Decisions.” The forum was
held on December 14, 2018, and was attended by members of the Joint Staff and Department of
Homeland Security. The description of the four methods is followed by a comparison using several
attributes. The IDA presentations are:

e Developing a Department of Homeland Security Mission Risk Register (Dr. Jason
Dechant)

e Managing Force Structure Under Uncertainty: The Stochastic Active and Reserve
Affairs (SARA) Model (Dr. Nancy Huff)

e Munitions Optimization (MunOpt) Model to Support OSD (Dr. Dan Lago and Ms.
Julie Kelly)

e Potential Applications of the Integrated Risk Assessment and Management Model
(IRAMM) (Mr. James Bexfield and Dr. James Thomason)

Below is a comparison of the four approaches.
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IDA Comparison of Approaches

I Alternative Methods
Mission Risk

Area Register SARA MunOpt IRAMM
Uses a yes no no yes
consequence scale
Uses a complex no yes — accounting yes - optimizer no
model model
Extent of decision extensive some some extensive
maker involvement
Explicitly includes no yes yes no
cost
Risk measurement | score thatranges | shortfallin meeting | unmet demand & sum of

from 1-5 deployment needs readiness gaps consequence score
times probability

Generate options some some some major focus
for mitigating risk

The presentation concludes with some recommendations on ways to improve the use of
risk concepts in the national security arena. The recommendations include:
e Build an understanding of alternative approaches to risk
e Gain acceptance of a risk lexicon (and perhaps taxonomy)

e Foster better collaboration across communities (DOD and DHS, academia and
practitioners, etc.)

e Educate decision makers in the best ways to use risk

e Develop metrics on the extent to which risk is considered in national security
decisions (and identify approaches that have been used often)

e Develop a guide for best practices across the risk analytic community that
differentiates according to application
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Institute for Defense Analyses

What is Risk?

1] “The possibility of loss or injury” -- Merriam Webster Dictionary

2] “(Exposure to) the possibility of loss, injury, or
other adverse or unwelcome circumstance;a - Oxford English Dictionary
chance or situation involving such a possibility”

Common Aspects of Risk Definitions
+ Possibility of occurrence
< Adverse effects/consequences

Some implications.....

The greater the possibility (chance) of The greater the possible loss or injury
a loss, the greater the risk (adverse consequences, costs) the greater

the risk
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Selected Major Applications:
Risk Supporting National Security Decisions

= Department of Defense (DOD): The Department routinely engages
in various risk assessments. A leading example: The Chairman’s
Risk Assessment (CRA)
= Required by Congress, including the submission of mitigation
plans for all significant risks
= Joint Risk Assessment methodology (see Chairman of the Joint
Chiefs of Staff Memorandum (CJCSM) 3105.01, 14 Oct 2016)

= Department of Homeland Security (DHS): Cybersecurity and
Infrastructure Security Agency (CISA) identifies, analyzes,
prioritizes, and manages high-consequence threats to critical
infrastructure through a crosscutting risk-management paradigm

= National Risk Management Center measures risk

Some Major Initiatives to Improve the Use of Risk

= Society activities
= MORS
= Risk Analysis Community of Practice (CoP) led by Dr. Arch Turner

= Risk Analysis in National Security continuing education course (5
days)

= Security Analysis and Risk Management Association (SARMA)
= Academia
= George Mason University: Decision and Risk Analysis

= Old Dominion University: Computational Risk Modeling &
Decision Analytics research area

= Others...
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Brief Descriptions of Four Risk Methods

= Methods
= Department of Homeland Security Mission Risk Register
(Dr. Jason Dechant)
= The Stochastic Active and Reserve Affairs (SARA) Model
(Dr. Nancy Huff)
= Munitions Optimization (MunOpt) Model (Dr. Dan Lago and
Ms. Julie Kelly)

= Integrated Risk Assessment and Management Model
(IRAMM) (Mr. James Bexfield and Dr. James Thomason)

Homeland Security Mission Risk Register

= Approach

Quantitatively estimate strategic risks for designated high-priority Challenge Areas
(expressed as scenarios) in the context of a specific U.S. force structure

Capture qualitative comments that provide respondents’ justification and rationales for their
quantitative risk scores

Combining the results of both to stimulate group discussions used to finalize risk register

= Results used to inform resourcing decisions and strategic planning

Analysts nalysts Experts

Develop Create Organize

Scenarios - Snapshot Rigk The MRR

IChalleng s Informatio was

es Consequence 0 developed in

2017-18;

Somor Senior examples

LS Leaders Leaders are notional
Collectivel Individuall and not

;;:auce _ y Revise y Revise actual

Register Risk RisK results
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Challenge Areas: =
MRR Scenario Space et

33 scenarios, provided by DHS, derived from Homeland
Security National Risk Characterization

Chemical / Biological - 6 scenarios Manned and Unmanned Aircraft Vehicles - 2 scenarios |
+ Agrcultural Plant Diseas:

+ Afrcraft Used as Weapons
+ Biological Altack in a Crowded Infrastructure Environment + UAS Attacks

+ Chemical Attack Leveraging VBIED to release Chemicals in Situ

+ Chemical Attack Using Stolen Chemicals

+ Foreign Animal Disease.

+ Transnational Communicable Human Disease

Natural Hazards -7 scenarios
+ Droughts

Earthquakes
+ Flooding
Technological Attacks — 11 scenarios + Hurricanes
Covert Manipulation of Govemment Data + Tsunamis
+ Cyber Atiack Disrupting an Intemet Backbone. + Volcanoes
+ Cyber Attack on Election Systems - Widfres
+ Cyber Attack on Infrastructure Asset Operations

+ Cyber Attack on Infrastructure System Operations
+ Cyber Atiacks on Shared Infrastructure
+ Cyber Theftof Sensitve Information
Denial of Emergency Communications
+ Information Warfare against the United States
+ Insider Theft of Extremely Sensitve Information
+ Sabotage of Key Communications Infrastructure.

Nuclear, Radiological Attacks, and EMP - 3 scenarios
+ Electromagnetic Pulse / Geomagneic Disturbances
+ Nuclear Attacks
- Radiological Attacks

Easily Obtained Arms - 2 scenarios Vehicle-Borne Improvised Explosive Device - 2 scenarios
+ Unsophisticated Attacks at Open/Low Security Venues

+ VBIED Attack at a Secured Facilty
+ Unsophisticated Attacks at Venues with Perimeter Security + VBIED Attack at an Open, Unsecured Venue

Risk Snapshots:
Consequences and Likelihood Added to
Scenarios to Create Snapshots*

A Homeland | tssens Froteion st Proram Dicsccrste

el AIRCRAFT USED AS WEAPONS.
Security LT ——-— ebivoie
BACKGROUND:

CONSEQUENCE PROFILE

o2 }

—
*Note: Some information in the snapshot was labeled FOUO. It was liberally redacted, which explains °
the missing detail in this example.
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Risk Snapshots:
Consequence Scales Used to Convey Data

Common consequence scales used to convert snapshot data into ordinal scales

Essential National e
Economic Infrastructure Governance H“fé
Effects Impacts Safety
B
oo sen st o v |1 e,
krcincioes o
ey vl egee
e, o | meh
Sioo s
Moderate g
sm. 5908
Ve oot
etboines dpton, | efatTuctae, o8003 s -
Low nd restoration ot todotherday | resources
provme
nsucses asiog estnans v | oo comnce
VeryLow | o Fome than 10
B

Organize Risk Information:
Analysts Organize Information to Present to
Senior Respondents

=== —EN
N

Experts assign risk scores to all categories except Importance and Trends
and provide to senior respondents

Comsenuence Ctegoris Uncertsmy  Coveences  NPeDImporance
r I 1 r l 1 r L 1 r
Rk [Name | £ | & | @ | W5 1 » Totc | Risk Impor | Trend
1 Sa
Su

&

Consequence Categories
€

Strongly Up

z

strongly down
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Respondent Individual Assessment:
Senior Leaders Adjust/Defend Risk Estimates
to Create Risk Profile

Notional Example of Pre-Binned Risk Information

n Seier Lo RN 10A comllation =

Senior leaders interviewed
individually to provide risk estimates
= |n advance of interviews,
respondents provided:

= Scenario descriptions

= Exercise description
During interview, respondents
provided snapshots and pre-binned
list of scenarios
= Respondents asked to:
= Adjust risk rankings

= Provide rationale (including probability
and consequences)

= Indicate Importance and Trend

Senior Leader Forum:
Senior Leaders Collectively Revise Risk
Estimates
= All senior respondents convened to develop final risk register
= Provided with:
= Individual assessments for reference
= Aggregated assessment (based upon highest rating for each scenario)
= Results presented to the group; chair-led discussion (final authority)
= Areas of closest agreement and greatest divergence presented
= The group collectively agreed to risk in each scenario resulting in a final
ranking—the Mission Risk Register
"“ ot weontecion M-rl.-hrMM-le-l-l

2| 1 sseossom
5| o | coompmo
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Mission Risk Register:
Forum Produces Risk Register
The senior leader forum produced the 2017/2018 DHS Mission Risk Register
| oS | oimseeno e
seore seore seoe
e ;
g 3
7
3

The SARA Model
Structure and Readiness Assessment
(SARA assesses cost and risk tradeoffs at the unit level)

= Generates readiness at the

= (Calculates costs based on

= Calculates force sufficiency under a wide range of
operational requirements
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SARA Model Overview

Risk-Cost Frontier

Force structures that minimize
« Cost given risk
« Risk given cost

Specify the Planned Rotation Rate by Unit and Component

Total time in reset and training defines the dwell period

Reset Training 1 Training 2 Training 3

Ready

Mobilization

Deployment
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The Demand Generator Simulates 10,000 Futures

= Operation Inputs = Demand Generator
= Frequency = Simulate 10,000 20-year
= Stages futures

= Duration

= Troop list

Demand for Army Brigades

Minor Contingency Major Domestic Emergency Humanitarian Reliet

Theater Engagement

h-u-cvc-w ; . 1 L h

20 Years w

IDA The Supply Model Tracks Deployments and Shortfalls

Combat Aviation Brigade (CAB) Demand

AC CAB deployments

Demand Shortfall

Years
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Munitions Optimization (MunOpt) Model

= Problem: Determine best munition investment plan

= Purchases to replenish munitions used in the steady state (counter-terrorism
activities, test and training)

= Optimal production schedule that considers production lead times and munitions
that share production lines

= Infrastructure investments needed to either enhance existing facilities or build new
plants to increase capacity

= Both prime and sub-tier supply capabilities are considered

= Purchases that prepare for munition surges resulting from unexpected major
conflicts

= Risk concept: negative outcomes associated with insufficient
munition stockpiles

MunOpt Linear program

Objective Function:

Weighted munitions risk
plus monetary cost
Optimal

purchasing
- and DIB
Constraints: investment
Limits on production capacity strategies

Limits on infrastructure expansion
Production bottlenecks
Munition demand profiles
Shared production lines
Minimum sustainable production
Munitions substitutability
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Notional MunOpt Output: Inventory Over Time

inventory

Integrated Risk Assessment and Management Model
(IRAMM)

Calculates risk based on
= Probability of adverse event(s) occurring
= Consequences if the event(s) occurs

Uses strong (ratio-level) consequence scales to promote
consistency and enable comparisons

Interviews with decision makers elicit quantitative
assessments and supporting rationales

Candid group discussions foster understanding,
convergence, identification of mitigating alternatives, and
stronger teamwork
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The IRAMM Interview (1.5-2 hours)

= Introduction by interviewer

= Definitions of the challenge areas (MCOs, HLD, Irregular warfare)
= Summary of the U.S. and allied forces that may be

available to respond to an adversary Consequence Scale

= Introduction to the consequence tools
= Respondent specifies scenarios for
first challenge area and for each
scenario identifies the following:
Who the players are (countries,
organizations, and so forth)
How it starts

Possible key events (including results of
conflicts),

How it may end, and so forth

= Respondent estimates the
probabilities and begins building an
event tree

Ecomomic Miligary Palitical

Event Tree with Risk for MCO Challenge Area

Total

Levet III Consequences Probability Risk
MCOA 120 14.1% 17
Level II 0%,
OneMCO
Level I
9% sox°
MCOB 80 14.1% 1
Mo
30%
65
< TwoMCO — —— MCOA+MCOB 200 1.8% 36
A
0% \\ Total MCO Risk =31.6

N nemco
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Mean Ris

1. Homeland Defense (36)

2. Urvegular Warfare (22)

Aajor Combat (16}

| 4. Global Peacetime Operations (4)

Respondent X Scores

Respondent Score Compared to Mean and Scores of Others

Scores In Rank Order

Mean Scores

Major Conbat Trnewnlas Warfme Homelanid Defense Cilobal Peacetinie

Operations

Alternative Viewpoints: Homeland WMD Attack

Greater Risk Viewpoint

Lesser Risk Viewpoint

1| Anindividual or organization with intent to attack
the U.S. with a nuclear, biological, or radiological
weapon could succeed, and there could be
significant psychological effects. The resuitant
domestic political consequences could threaten

the federal structure of our government

There is a *negligible chance” that a radiological or chemical
attack would occur, and, in the event one did, the
consequences would be “negligible”

2 | The consequences of a significant terrorist-
initiated biological event had the potential to be
“surprisingly” close to those of a nuclear
detonation as the result of the disruption of our
way of life and the suppression of the economy
following the breakout of a vector-borne illness.
The probability of a radiological attack is much
higher than that of a nuclear attack, but the

consequences would be almost as severe

A biological attack would most likely be conducted by a
disgruntled domestic who is not particularly sophisticated. The
consequences would be small and contained, consisting of
possibly “giving up some liberties”

3 | There is an 80% chance that a nuclear weapon
is detonated in the United States in the coming
decade. With regard to a nuclear attack, there is
a serious threat (e.g., emanating from Pakistan,
of proliferation to small groups, and insufficient
capacity to detect devices coming into the
United States)

Nuclear attack would require a lot of things to have to come
together. It is too difficult for someone to detonate a nuclear
device on the homeland. Our enemies are ot sophisticated
enough to obtain, create, or deliver such weapons
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Comparison of Approaches

Alternative Methods
Mission Risk
Area " SARA MunOpt IRAMM
Register
Uses a consequence yes no no yes
scale
Uses a complex model no yes — accounting model yes - optimizer no
Extent of decision maker extensive some some extensive
involvement
Explicitly includes cost no yes yes no
Risk measurement score that ranges from shortfall in meeting unmet demand & sum of consequence
15 deployment needs readiness gaps score times probabilty

Generate options for some some some major focus
mitigating risk

Challenges

= What is the best way of improving the use of risk concepts in
the national security arena?

Build an understanding of alternative approaches to risk

Gain acceptance of a risk lexicon (and perhaps taxonomy)

Foster better collaboration across communities (DOD and DHS,

academia and practitioners, etc.)

Educate decision makers in the best ways to use risk

Develop metrics on the extent to which risk is considered in national
security decisions (and identify approaches that have been used
often)

Develop a guide for best practices across the risk analytic community

that differentiates according to application

= Should MORS stand up a working group focused on the
measurement and use of risk in decision making?
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IDA Questions and contact information

= Dr. James Thomason (jthomaso@ida.org)
= Mr. Jim Bexfield (jbexfield@ida.org)
= Dr. Jason Dechant (jdechant@ida.org)
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