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* Introduction

* DoD Risk Management Process
— Risk Process Planning
— Risk Identification
— Risk Analysis
— Risk Mitigation (aka Handling)
— Risk Monitoring
« Risk Management in the DoD Systems Engineering Plan Outline

« Other types of Risk Management/Assessment: ITRA, System Safety, RMF,
SCRM/TSN

« Sources for further study

S ey AU



Risk Management — Foundational Technical Management Process

Systems Engineering Process
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Ilntegrated Program Risk Management
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CPI = Critical Program Information
TSN = Trusted Systems and Networks

The consequences of all risks can be categorized in one of the three categories, i.e.,
performance, schedule, and cost.



Presenter Notes
Presentation Notes
An early slide in this lesson touched on risk.  As engineers, most of us have engaged at some point in programmatic risks… and may also have experience with Environmental, Safety and Health risks.
 
However, we must make sure that we also integrate into our risk assessments: CPI risk, CC/CF (or TSN) risk and cybersecurity risk.  All of these risks mentioned should be understood by (and presented to) the Program Manager (PM) and Milestone Decision Authority (MDA) – engineering plays a key role in identifying, mitigating and presenting all of these risks to leadership.   Our role as engineers is critical for the PM and MDA to understand and appreciate these risks and determine tradeoffs.  Don’t forget too, that cybersecurity risk is not only looked at by the PM and MDA, but also presented and accepted/rejected by the Authorizing Official (AO).   The AO is the risk acceptance authority for cybersecurity risks.




Go to www.menti.com and use the code 9426 4030
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DoD Risk, Issue, and Opportunity Management Guide for
Defense Acquisition Programs (aka “RIO Guide”)
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Presenter Notes
Presentation Notes
The Acquisition Community Connection Risk Management  Community website is an excellent source of information on this topic for the students as well as the instructors.

http://www.acq.osd.mil/sse/docs/2006-RM-Guide-4Aug06-final-version.pdf
https://ac.cto.mil/wp-content/uploads/2019/06/2017-RIO.pdf
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I Risk, Issue, and Opportunity Definitions

* Risks are future events or conditions that may have a negative
effect on achieving program objectives for cost, schedule, and
performance. Risks are defined by (1) the probability (greater
than 0, less than 1) of an undesired event or condition and (2)
the consequences, impact, or severity of the undesired event,
were it to occur.

* Issues are events or conditions with negative effect that have
occurred (such as realized risks) or are certain to occur
(probability of 1) m the future that should be addressed.

* Opportunities are potential future benefits to the program’s
cost, schedule, and/or performance baseline, usually achieved
through reallocation of resources.

Source: Department of Defense Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs, Jan 2017



Presenter Notes
Presentation Notes
The DoD Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs released in June 2015 covers much of the same ground as the predecessor Risk Guides in the areas of risks and issues but also focuses on opportunity management. 
It is important to distinguish between “risks” and “issues.” This is one of the more misunderstood aspects of program risk management. As noted above, “risks” involve uncertainty in the future, while “issues” are in the here and now (or past). If an event has not yet occurred, and it is not certain that it will occur, it is a risk and you can identify potential methods to prevent it from occurring, or reduce the probability it occurs and/or the impact if it does occur. If an event has occurred, or if it is certain to occur in the future, it is no longer a risk, it is now an issue.
     One of the struggles we always have in risk management is assessment of the probability of a risk event. Almost always, some level of guesswork is involved, and that implies we have a certain level of confidence in our assessment of probability. The better we become at eliminating the guess factor, the more confidence we can have in our assessment, and the more confidence we can have in the correctness of the investments we make in terms of labor and technology in executing our risk management plans. 
Reference: Navy Rear Adm. John A. Gauss, San Diego Space and Naval Warfare Systems Command Program Executive Officer (PEO), Sept 2001.


Risk, Issue, & Opportunity (RIO) Sources

Technical Programmatic Business
Events Events Events

What hasoris
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Risk Issue Opportunity
Management Management Management
Consequences:

Both positive and negative impacts to cost, schedule, and performance

Source: 2017 DoD RIO Management Guide, Figure 1-1, p. 3



Presenter Notes
Presentation Notes
In this seminar we will discuss Risk Management, Issue Management, and Opportunity Management, and how they can be integrated into the Program Office.

Each program has a risk profile that changes over time. Think of the risk profile as a graph of the amount of uncertainty about a program’s outcomes. As we progress through the phases of a program—defining requirements, conducting trade studies, defining concepts and preliminary designs, completing detailed designs, building prototypes and conducting tests—what we really are doing is removing uncertainty from the program. That uncertainty encompasses the performance of the product, its cost and how much time is needed to develop and produce the product. We can be surprised at any point in this process. Some surprises can be handled in stride, and some may lead to major setbacks and a restructuring or even cancellation of the program. It is our job to anticipate those surprises, assess their likelihood and their impacts and, most of all, do something either to prevent them or, if they do occur, to limit their impacts.

With RM, you want to plan for as much as possible but be prepared for the unexpected, and always look for not just problems, but opportunities.

We’ll touch on opportunities throughout the day… RM isn’t just about planning for the bad stuff, but should include looking at possible opportunities and the risks associated with those opportunities.

Figure 1-1. Overview of Potential Sources of Program Risks, Issues, and Opportunities. DoD RIO Management Guide, Jan 2017, p. 3.


I DoD Risk (and Issue) Management Process Steps

Process Planning Identification

What arethe program’s What has, can, orwill
risk and issue management £0 wrong?
processes?

Communication
and Feedback

Analysis

What is the likelihood
of the riskand the
consequence of the risk

or issue?

Monitoring

How hasthe riskor
issuechanged?

Mitigation /
Correction

What, if anything, will
he done about the risk
or issue?

Source: 2017 DoD RIO Management Guide, Figure 3-1, p. 17




®
IRisk Process Planning

Establish risk processes and procedures: _
Process Planning

* Assign roles, responsibilities, and authorities Whatarethe program’s
riskandissue

e Select and document overall approach: management processes?

—Process and procedures

—Risk analysis criteria for likelihood and
consequences

—Risk mitigation procedures

—Document in your Program Risk Process, aka Risk
Management Plan (ref. App. A.1, RIO Guide)

* Establish traceability of risk to technical requirements
and overall program objectives

 Align government and contractor roles,
responsibilities, tools, and information exchange

* Determine risk management resources, to include
budget, facilities, personnel, schedule

* Determine risk management battle rhythm

Source: Adapted from 2017 DoD RIO Management Guide, Figure 3-2, p. 18
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Presentation Notes
Risk planning should be summarized in the SEP and the Risk Management Plan (RMP) and should address the program’s risk management organization (e.g., Risk Management Boards, frequency of meetings and members), ground rules and assumptions, candidate risk categories, and use of any risk management tools. The plan should describe how often the RMP will be reviewed and updated. It should address risk management training for program personnel, define an appropriate risk management culture, provide a description of the program’s risk management processes, and describe how to use the program’s adopted risk management tools.


Go to www.menti.com and use the code 9426 4030

\Which Risk Management tool(s) have
Type inup to three responses.

See DAU Risk Management CoP Tools tab for a short summary of various tools.



https://www.dau.edu/cop/risk/Lists/Tools/AllItems.aspx

B : . :
I Risk Identification
- What can go wrong?

., When identifying risks:

IS

’ Identification » Understandthe nature of the product and
g the requirements that shape the product

» Use various risk ID methodologies:
—Independent assessments
— Brainstorming sessions with SMEs
— Interviews with IPT leads
— Review of similar/historical programs
— Trade studies
» Review analysis of Technical Data, and
progress against critical path
» Assess technical performance at all levels:
How big a gap? How challenging to crossit?
* What is the root cause of the risk?

Source: Adapted from 2017 DoD RIO Management Guide, Figure 3-3, p. 21
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Presentation Notes
The next activity in the risk management process is to identify risks by answering the questions such as… What can go wrong? or What is uniquely hard or difficult? This step involves examining the program to determine risk events and associated cause(s) that may have negative cost, schedule, and/or performance impacts. While the root cause of some risks may not be known or be determinable at the time the risk is evaluated, the program should attempt to drill down far enough to understand underlying root cause(s) to inform risk analysis and the development of handling strategies.    
     All program personnel are encouraged to identify candidate risks. Limiting risk identification to managers or other small groups can result in risks being missed. Risk identification is conducted continuously by all government and contractor program team members. The risk manager is responsible for examining and compiling identified risks in a program risk register and summarizing them at a manageable level of detail.


I Risk Identification Taxonomy
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Training


Presenter Notes
Presentation Notes
Most risks typically fall in these categories.
• Technical – Those risks that may prevent the end item from performing as intended or from meeting performance expectations. Technical risks can be internally or externally generated and may have cost, schedule, and/or performance consequences.
• Programmatic – Those non-technical risks that are generally within the control or influence of the PM or Program Executive Office (PEO).
• Business (External) – Those non-technical risks that generally originate outside the program office, or are not within the control or influence of the PM.

PMs should generally focus government and contractor efforts on risks over which they have or can influence control and elevate risks for which they do not have control (often external or business risks) to the next level.


'S
IRisk Statements

« A good risk statement contains the following elements: (1) the potential event;
(2) the associated consequence(s) and the impact(s) to cost (c), schedule (s)
and/or performance (p).

» If known, the risk statement should include an additional element: (3) an
existing contributing circumstance (root cause) of the risk.

« As an example, an “if-then” format characterizes the possible risk event or
condition and the circumstance/cause (if known) of that risk happening (‘if")
and the potential consequence(s)and their impact(s) to cost (c), schedule (s)
and/or performance (p) (‘then”).

» |F some event or condition occurs caused by some circumstance, THEN a
specific negative consequence to the program is realized that will result in
one or more negative impacts to cost (c), schedule (s), and/or

performance (p).



Presenter Notes
Presentation Notes
This isn’t in the DoD Risk Guide exactly….but use of IF-THEN is.

A key aspect of risk identification is a well-framed risk statement. A good risk statement contains two elements: the potential event and the associated consequences. If known, the risk statement should include a third element: an existing contributing circumstance (cause) of the risk. Risk statements should be written to define the potential event that could adversely affect the ability of the program to meet cost, schedule, and performance objectives. A structured approach for specifying and communicating risk precludes vague and/or inconsistent risk statements. Multiple approaches exist in writing a risk statement. Whenever possible, programs are best served by using a single approach for consistency. The examples provided on these slides state the event or condition and outcome in a clear, concise statement written in easy-to-understand language. The statements do not include a potential risk handling strategy, other solution, or other extraneous information.


I Risk Statements (cont.)

« Example statement using the “if—-then” format without known cause:

— IF the engine performance is less than required (risk), THEN engine
redesign will have to occur (consequence), causing a X schedule
slippage and $Y budget overrun (impacts).

Example statement using the “if—then” format with known cause:

— IF the engine performance is less than required (risk) due to the
requirement to purchase a COTS engine (cause), THEN engine
redesign will have to occur (consequence), causing X schedule slippage

and $Y budget overrun (impacts).

 Whenpossible, programs should use a single approach to writing risks for
consistency and should present each risk in a clear, concise statement.

The risk statement should not include a potential risk mitigation strategy,

other solution, or other extraneous information.

DAU



Presenter Notes
Presentation Notes
Poorly written risk statements do not promote understanding or support productive action. Weak statements may confuse cause, risk, and consequence, or they may not describe consequence accurately. The statements may be overly general, circular, or self-evident. 


I More Risk Statement Examples

Here is an example of a type of risk statement you may see or may have seen:
» If the high vacancy rate in software engineering staff persists, then the program
staffing will be inadequate.

* This is an overly general statement (with circular logic), could be considered an
issue, it provides no impact on program objectives or lends any insight into
underlying or existing causal conditions.

The following risk statement is better:
> If there is a high vacancy rate in software engineering staff due to recruiting by
competitors offering higher pay, then the commitment to deliver first software
builds will not be met, resulting in “X” months schedule slip.




I Risk Analysis

- How big is the risk?

When analyzing risks:

* Quantify the cost, schedule, and
performance impacts:

—RDT&E, Procurement, O&S costs
—Performance thresholds

Risk Analysis —Schedule thresholds
) ﬁ}gﬁﬁfﬁ%he —Affordability caps
risk? * Assess the likelihood of the risk being
realized

* Conduct analysis periodically to support
cost, schedule, and performance risk

assessments
Source: Adapted from 2017 DoD RIO Management Guide, Figure 3-4, p. 24



Presenter Notes
Presentation Notes
Updated RIO 2017
When analyzing risks, each risk should be evaluated in terms of impact to the program (i.e., effect of the event on program cost, schedule, and performance) should the risk be fully realized. Risk consequence is measured as a deviation against program cost, schedule, and performance baselines. While the government and contractor will at times have different perspectives on risks and priorities, they should seek to have a common framework for risk consequence and likelihood criteria.


Typical Likelihood Criteria

The level of likelihood of each root cause
is established using specified criteria.

Level Likehhood Probability of Occurrence
3 Near Certainty > B0%to < 00%
For example, if the 4 Highly Likely > 60% to < 0%

root cause has a 50%

probability of occurring, —b 3 Likaly > 4% to < 60%
the corresponding

likelihood is Level 3.

Low Likelihood >20%to < 40%

1 Mot Likely = 1% ta < 20%

Source: 2017 DoD RIO Management Guide, Table 3-2, p. 26
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The lowest category (Not Likely) corresponds to a less than 20% risk.  
During the ESOH module, we will discuss the MIL-STD 882E approach.  The lowest MIL-STD 882E category (improbable) corresponds to one chance in a million.  MIL-STD 882E is used for safety and environmental risks (we often want to mitigate these to very low levels).
Risk Management Guide approach is typically used for cost/schedule/performance types of risks (as shown on the next slide).


B
ISampIe Consequence Criteria

See acronym definitionsin DAU Glossary

19

Level Cost Schedule Performance
10% or greater increase over APB objective Schedule slip will require a major schedule Degradation precludes system from meetinga KPP or key
5 values for RDT&E, PAUC, or APUC rebaselining technical/supportability threshold; will jeopardize program success >
Critical
Impact Cost increase causes program to exceed Precludes program from meetingits APB schedule Unable to meet mission objectives (defined in mission threads,
affordability caps threshold dates ConOps, OMS/MP)
5% - <10% increase over APB objective Schedule deviationswill slip program to within 2 Degradation impairs ability to meet a KSA. 2 Technical design or
values for RDT &E, PAUC, or APUC months of approved APB threshold schedule date supportability margin exhausted in key areas
4
Significant Schedule slip puts funding at risk Significant performance impact affecting System-of System
Impact Costs exceed life cycle ownership cost KSA interdependencies. Work-arounds required to meet mission
Fielding of capability to operational units delayed by objectives
more than 6 months!
1% - <5% increase over APB objective values Can meet APB objective schedule dates, but other non- | Unable to meet lower tier attributes, TPMs, or CTPs
3 for RDT&E, PAUC, or APUC APB key events (e.g., SETRs or other Tier 1 Schedule
Moderate events) may slip Design or supportability margins reduced
I . Manageable with PEO or Service assistance
mpac
P Schedule slip impacts synchronization with Minor performance impact affecting System-of System
interdependent programs by greater than 2 months interdependencies. Work-arounds required to achieve mission tasks
Costs that drive unit production cost (e.g., Some schedule slip, but can meet APB objective dates Reduced technical performance or supportability; can be tolerated
2 APUC) increase of <1% over budget and non-APBkey event dates with little impact on program objectives
Minor
Impact | Cost increase, but can be managed internally Design margins reduced, within trade space 2
1 Minimal impact. Costsexpectedto meet Minimal schedule impact Minimal consequences to meetingtechnical performance or
Minimal | approvedfunding levels supportability requirements. Design margins will be met; margin to
Impact plannedtripwires

Source: 2017 DoD RIO Management Guide, Table 3-1, p. 25



Presenter Notes
Presentation Notes
When analyzing risks, each risk should be evaluated in terms of impact to the program (i.e., effect of the event on program cost, schedule, and performance) should the risk be fully realized. Risk consequence is measured as a deviation against program cost, schedule, and performance baselines.
While the government and contractor will at times have different perspectives on risks and priorities, they should seek to have a common framework for risk consequence and likelihood criteria.
The Department recognizes programs may need to tailor criteria based on program-specific circumstances. However, programs should ensure the tailoring enables meaningful consequence criteria and a consistent means of communication to senior leadership. For example, a risk breaching KPP and/or Acquisition Program Baseline (APB) thresholds should trigger a Level 5 performance consequence rating. In crafting absolute dollar values, programs should recognize that the absolute scale of the magnitude of dollars also carries significance from a departmental or portfolio perspective. Programs should establish and document specific criteria, to include program-specific dollar and schedule thresholds, in program planning documents such as the SEP and RMP.

https://www.dau.edu/glossary/Pages/Glossary.aspx

I Risk Reporting

Level

Likelihood

Probability of
Occurrence

Near Certainty

>80% to

IA

99%

Highly Likely

>060% to

A

80%

Likely

>40% to <

Matrix & Criteria

60%

N W | w

Low Likelihood

>20% to <

40%

Likelihood

1 0, 0,
1 Not Likely >1% to < 20%
Level Cost Schedule
10% or greater increase over APB objective Schedule slip will require a major schedule rebaselining Degradation prechides system fbm meeting a KPP or key
s values for RDT&E, PAUC, or APUC technical’supportability threshoff: will jeopardize program success?
Critical Prechides program from meeting its APB schedule threshold
Tmpact Cost increase causes program to exceed dates Unable to meet mission objectivffs (defined in mission threads, ConOps,
affordability caps OMS/INP)
5% - <10% increase over APB objective Schedule deviations will slip program to within 2 months of Degradation impairs ability to nfet a KSA * Technical design or supportability
vahies for RDT&E, PAUC, or APUC approved APB threshold schedule date margin exhausted in key areas
a
Significant Schedule slip puts finding at risk Significant performance impact [pffecting System-of System interdependencies.
Tmpact Costs exceed life cycle ownership cost KSA Work-arounds required to meet fJhission objectives
Fielding of capability to operational units delayed by more than
6 months®
194 - =52 increase over APB objective Can meet APB objective schedule dates. but other non-APB key Unable to meet lower tier attributes, TPMs, or CTPs
R values for RDT&E, PAUC, or APUC cvents (c.g.. SETRs or other Tier 1 Schedule cvents) may shp
s e Design or supportability margins reduced
ot Manageable with PEO or Service assistance | Schedule skp fmpacts synchronization with interdependent
P programs by greater than 2 months Minor performance impact affecting System-of System interdependencies.
Shiasl " ¥ . . L
Costs that drive unit production cost (c.g.. Some schedule slip, but can meet APB objective dates andnon- | Reduced technical performance or supportability: can be tolerated with little
2 APUC) increase of <1% over budget APE key event dates impact on program objectives
Minor
Tmpact Cost increase. but can be managed internally Design margins reduced. within trade space?
1 Minimal impact. Costs expected to meet Minimal schedule impact Minimal consequences to meeting technical performance or supportability
Minimal | approved finding levels requirements. Design margins will be met; margin to planned tripwires
Impact

Source: 2017 DoD RIO Management Guide, Figure 3-5, p. 28
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Presentation Notes
The primary goal of risk reporting is to provide the PM and other decision makers with an effective method for managing and communicating risk. This is achieved through a consistent, disciplined approach that allows for timely and effective data-driven decisions. The risk matrix is an effective tool used to relay risk estimates in a visual display. This characterization also aids in prioritizing risks for risk handling.
Once the analysis of likelihood and consequence is complete, program teams should then use the risk matrix shown in the upper right corner. This matrix converts the combination of likelihood and the maximum of the cost, schedule, and performance consequence scores to form a risk level for each risk: low (green); moderate (yellow); or high (red). Programs can then use this rating level to effectively communicate a top-level risk analysis and prioritization.
     Keep in mind while the DoD Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs of Jan 2017 provides “guidance” only, individual Services and organizations may in turn mandate their own respective formats for risk products. 


IDocumenting Risks in a Risk Register

A risk register is crucial for managing risks. Here is a simple example:

Table 3-4. Risk Register Excerpt

Likelihood,

Risk

Risk

Risk

Planned

Target

priority 1 and
2 software
defects may

cause a delay

to the start of
IOT&E

apply
mitigation
reserve to
retain
adequate
software
engineers to
burn-down
SW defects

Risk T f Risk Pl
> WBS/IMS | Owner YPE O8I Status > Consequence | Mitigation |Identified |Approval| Closure Risk an
Number Risk Event Status
ID# Rating Strategy Date Date Date Rating
8231 3.2.2 Name | Technical | Open | Excessive I=3, C=4 Control - | 8/23/2015]1/14/2016| 2/12/2016 | L=1. C=4 On
number of Program will schedule

Source: 2017 DoD RIO Management Guide, Table 3-4, p. 31




Risk Mitigation (aka Handling)
- What’s the plan?

( When mitigating individual risks consider...

Is the risk mitigation plan feasible?

* |Is therisk mitigation plan affordablein
terms of funding and any other needed
additional resources?

* |s adequatetime available to develop and
implement the risk mitigation plan?

* What impact does the risk mitigation plan
have on the overall program schedule and

. on the technical performance of the
: B'Sk. system?
Mitigation . C e
_ * Are the expectationsrealistic given
Should the risk . .
befmitigated? program circumstances, constraints,and
If so, how?

objectives?

Source: 2017 DoD RIO Management Guide, Figure 3-5, p. 28

Consider the Accept, Avoid, and Transfer options, not just the Control option
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Presentation Notes
The risk mitigation strategy includes the mitigation options or combination of options and the specific implementation approach. It answers the questions… What is the plan to address the risk? or Should the risk be accepted, avoided, transferred, or controlled? After analyzing the risks, program personnel should develop a strategy to manage risks by evaluating the four risk mitigation options. The program chooses the best option or hybrid of options based on the risk analysis, prioritization, and potential for risk reduction. The selected mitigation strategy for program-level risks should be reflected in the program’s Acquisition Strategy and other documentation and presented at all relevant decision points and milestones. It should include the specifics of what should be done; when it should be accomplished; who is responsible; the resulting cost, schedule, and performance impact; and the resources required to implement the risk mitigation plan.


= I Risk Mitigation Strategy:
Risk Acceptance (and Monitoring)

By accepting the risk, the program acknowledges that the risk event or condition may be
realized and the program is prepared to accept the consequences.

What are some conditions in which we would make a conscious decision to accept risk?

* Low likelihood and/or low consequence risk events where DoD is in best position to
manage risk.

« Specific response actions are identified if the risk event occurs and resources and
schedule are available to implementthe plan.

* In constrained environments, programs occasionally must accept risk.
« Sometimesrisk is accepted because no feasible mitigationis available.

Accepting a risk does not mean that it should be ignored.



Presenter Notes
Presentation Notes
By accepting the risk, the program acknowledges that the risk event or condition may be realized and the program is prepared to accept the consequences. Accepting a risk does not mean it should be ignored. The program should continue to track the risk to ensure the accepted consequences do not change for the worse or the likelihood increase. Monitoring implies the program establishes knowledge points that provide opportunities to reevaluate the risk. Before accepting the risk, the program should identify the resources and schedule that would be needed should the risk be realized.
Occasionally, managers must seek relief from the next higher headquarters. Undoubtedly in constrained environments, programs occasionally must accept risk. However, they should make every attempt to understand the risk so future efforts are fully informed.


~ IRisk Mitigation Strategy:
Risk Avoidance

Through risk avoidance, a program reduces or eliminates the risk event or
condition by taking an alternate path. Generally accomplished early in the
acquisition process but can occur at any time.

What are some alternate paths to reduce or eliminate risks?
* Replace source of the risk with less risky solution / design / technology

 Change: Allocation of program resources; Requirements; Concept;
Specifications; and/or operating Procedures

» Defer a selected capability to a subsequent upgrade or release/increment.

Often involves trade-off decisions during requirements development



Presenter Notes
Presentation Notes
Through risk avoidance, a program reduces or eliminates the risk event or condition by taking an alternate path. It eliminates the source of the risk and replaces it with another solution. Analyzing and reviewing the proposed system in detail provides insight into the drivers for each technical requirement.
Risk avoidance may provide the PM with an understanding of what the real needs are and ways of circumventing the risks that are not critical to program cost, schedule, and/or performance. This may require changes to the allocation of program resources, or requirements and specifications that reduce risk to an acceptable level. One type of avoidance is deferral of a selected capability to a subsequent upgrade or release. A program should choose this option only if the system would be fielded without the additional capability anyway. In general, needed performance that might be difficult to achieve should be addressed earlier rather than be deferred. Another example might be changing operating procedures or using a low-risk mature technology.


< I Risk Mitigation Strategy:
Risk Transfer

Risk transfer includes reassigning or delegating responsibility for tasks to
mitigate a risk to another entity. Transfer of risk must also be economically
reasonable.

What are some entities we can transfer risk to and how can we transfer
risk to them?

* Transfer to another program or government organization
 Through inter-program or organizational agreements
* Transfer across an interface?

* Transfer aspects of risk to a contractor?
* Transfer risk to a third party?

Transference of risk does not eliminate all responsibility and risks must
be monitored for potential consequences.



Presenter Notes
Presentation Notes
Risk transfer includes reassigning or delegating responsibility for tasks to mitigate a risk to another entity. This might include transferring the financial responsibility as well. This approach may involve reallocating risk management tasks from one program to another, between government organizations, or across two sides of an interface managed by the same organization. The same risk may be carried (shared) by multiple government organizations. However, programs should recognize transference of risk does not eliminate all responsibility and risks must be monitored for potential consequences. While financial risk may be substantially transferred by certain contractual arrangements or inter-program agreements, the schedule and performance risk cannot be fully transferred because the government needs the product. For example, if a radio is built to be used by multiple platforms but is modified for use on one platform program, it may be a risk to that program, but it also can be a risk to the radio program office. Development of government-furnished equipment for application to multiple programs typifies this type of risk.

Can you transfer across an interface?
	Can you transfer aspects of risk to a contractor? 
Through contract structures and/or incentives
	Can you transfer risk to a third party?
Through insurance and bonding requirements



“ 1 Risk Mitigation Strategy:
Risk Control

The risk control option seeks to actively reduce risk on the current path to an acceptable
level. Control generally entails taking action to reduce the likelihood and/or the
consequence of a risk to as low as practical. Control options:

« Multiple Development Efforts

- Early Prototyping

* Incremental Development

* Reviews, Walk-throughs, and Inspections

« Design of Experiments

« Models and Simulation

- Key Parameter Tracking Systems and Control Boards
« Demonstration Events

* Process Proofing

Most common mitigation used in defense programs — reducing risk by trying to manage it with resources.
Can be costly and may impact project objectives, such as cost control or schedule performance.



Presenter Notes
Presentation Notes
The risk control option seeks to actively reduce risk to an acceptable level. Control generally entails taking action to reduce the likelihood, or the consequence, of a risk to as low as practical in order to minimize potential impacts. Following are additional examples of activities a program might consider for risk control:
• Multiple Development Efforts: Create competing systems in parallel that meet the same
performance requirements.
• Early Prototyping: Build and test system representative prototypes focused on the highest risk elements.
• Incremental Development: Defer capability to a follow-on increment. (This may be combined with risk reduction S&T efforts.)
• Reviews, Walk-throughs, and Inspections: Reduce the probability/likelihood and potential
consequences/impacts of risks through early assessment of actual or planned events, allowing earlier adjustments to planned work.
• Design of Experiments: Identify critical design factors that are sensitive, therefore potentially high risk, to achieve a particular user requirement.
• Models and Simulation: Evaluate various design options and system requirement levels to
increase knowledge earlier.
• Key Parameter Tracking Systems and Control Boards: Establish a control board for a
parameter when a particular feature (such as system weight) is crucial to achieving the
overall program requirements.
• Demonstration Events: Establish events that increase knowledge of whether risks are being
abated or not.
• Process Proofing: Simulate actual production environments and conditions to ensure
repeatedly conforming hardware and software.


Go to www.menti.com and use the code 9426 4030

A Mentimeter

\Which form of risk mitigation/handling have you
used or seen used most often?

] G 0 0
Accept Avold Transfer Control




IRisk Burn Down

A = Complete | I (2)

A = Pending L _ —[E 3)

1month 2months 3 months 4 months 5 months 6 months

Source: 2017 DoD RIO Management Guide, Figure 3-8, p. 36



Presenter Notes
Presentation Notes
The risk mitigation plan (for all mitigation options) should include a risk burn-down plan; this should be a consideration for all high, moderate, and selected low risks. For most risks, the burn-down plan consists of time-phased mitigation activities with specific success criteria. This detail allows the program to track progress to plan to reduce the risk to an acceptable level or to closure. A burn-down plan generally consists of six steps:
1. Identify and lay out the risk mitigation activities in a sequential manner, using realistic and logical schedule precedence, typically a finish-to-start.
2. Ensure all risk mitigation activities (1) are clearly defined and jargon free, (2) are objective and not subjective, and (3) have specific, measurable outcomes. For example, the statement “performing a test” fails each of the three criteria, whereas “brassboard throughput test results met or exceeded all performance thresholds requirements, and the results are approved by the user” passes all three criteria.
3. Assign a planned likelihood and consequence value to each risk mitigation activity. Not all mitigation activities will result in a score change or burn-down of the risk but are necessary to track the progress of the burn-down plan (e.g., meetings do not mitigate risks, results do).
4. Estimate the start and finish dates for each risk mitigation activity.
5. Include the risk mitigation activities or a subset of these activities in the program IMS. Tasks identified in the IMS should describe an activity, a specific measurable outcome, and a point of contact responsible for the completion of each task.
6. Chart the relationship of risk mitigationactivities, plotting risk level versus time to estimate their relative risk burn-down/reduction contribution.


Risk Monitoring

- How has the risk changed?

When monitoring risks: \

* Track the implementation and progress of the
risk mitigation activities

* Include Technical Performance Measures as an
integral activity when monitoring risks

* Conduct regular status updates to monitor risks Risk
for changes to likelihood and/or consequences Monitoring
How has the risk
* Document risks that can be retired as well as changed?
risks that are still being mitigated to prevent an
unnoticed relapse of the retired risk

» Keep lines of communication open to notify
management when ability to mitigate the risk is

ineffective Source: Adapted from 2017 DoD RIO Management Guide, Figure 3-9, p. 37



Presenter Notes
Presentation Notes
Risk monitoring answers the question, How has the risk changed or How are the risk mitigation plans working? Based on results, should additional actions be taken to mitigate or control the risk? Risk monitoring includes a continuous process to systematically track and evaluate the performance of risk mitigation plans against established metrics throughout the acquisition process. Not all risk mitigation will be successful. The program office should reevaluate the risk mitigation approach and associated activities to determine effectiveness and whether action is needed. Potential decision points and actions should be identified as part of risk management planning. Risk monitoring includes recording, maintaining, and reporting risks, risk analyses, risk mitigation, and tracking results. It is performed as part of technical reviews, RMB and Risk Working Group (RWG) meetings, and program reviews, using a risk management tool. Documentation includes all plans and reports for the PM and decision authorities. Risk burn-down charts are also one method to monitor risks. If a risk changes significantly, the program team should adjust the risk mitigation strategy accordingly. If the risk is lower than previously analyzed, the program team may reduce or cancel risk mitigation activity and consider freeing resources for other uses. If risk severity increases, appropriate risk mitigation efforts should be developed and implemented. The rationale for the changes to the risk mitigation strategy should be documented and archived for historical purposes. Successful risk monitoring includes timely, specific reporting procedures as part of effective communication among the program office, contractor, and stakeholders. Risk monitoring documents may include: EVM status, IMS status and reports for associated risk mitigation plan activities, TPM status, other program metrics, risk register reports/updates, technical reports, watch lists, technical review minutes/reports, test results, and operational feedback. Risk monitoring allows timely actions to address potential problems.


Risk ID #82: Risk Statement...
Consequences if Realized:

- Cost-

- Performance -

- Schedule -

Mitigation Method: (Accept, Aveid, Transfer
or Control) Summarize activities:
1. Summarize Key Activity 1

2. Summarize Key Activity 2

3. Ete.

Planned Closure Date:

Risk ID #23: Risk Statement...
Consequences if Realized:

- Cost-

- Performance -

- Schedule -

Mitigation Method: (Accept, Avoid, Transfer
or Control) Summarize activities:

1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Etc.

Planned Closure Date:

Source: 2017 DoD RIO Management

O = Original Risk Analysis
® = Current Assessment
= = Predicted Final

Likelihood

Consequerjce

= Risk ID #45: Risk Statement...
= Consequences if Realized:
- Cost -
- Performance -
- Schedule -
- Mitigation Method: (Accept, Avoid,
Transfer or Contrel) Summarize activities:
1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Ete.
= Planned Closure Date:

Guide, Figure 3-11, p. 39

ISuggested Risk Reporting Format Over Time

Risk ID #85: Risk Statement...
Consequences if Realized:

- Cost-

- Performance -

- Schedule -

Mitigation Method: (Accept, Avoid,
Transfer or Control) Summarize activities:
1. Summarize Key Activity 1

2. Summarize Key Activity 2

3. Etc.

Planned Closure Date:

Risk ID #97: Risk Statement...
Consequences if Realized:

- Cost-

- Performance -

- Schedule -

Mitigation Method: (Accept, Avoid,
Transfer or Control) Summarize activities:
1. Summarize Key Activity 1

2. Summarize Key Activity 2

3. Ete.

Planned Closure Date:




I DoD Issue Management Process Steps

w—

) Issue Identification
Issue Process Planning

Whathas or will go
Whatistheprogram’sissue wrong?

management process?

Communication
and Feedback

Issue Monitoring Issue Analysis

How has theissue Whatisthe
changed? consequence of the
issue?

Corrective Action

What, if anything, should
be doneabouttheissue?

Source: 2017 DoD RIO Management Guide, Figure 3-12, p. 40



Presenter Notes
Presentation Notes
Issue management and opportunity management are complementary to the risk management process. Programs should take advantage of the common practices between issue and risk management while recognizing and accounting for the distinctive characteristics of each. Programs should establish a separate Issue Management Board, but may evaluate whether separate boards are necessary. The key is to ensure proper focus on both issues and risks so that attention on current problems will not overtake efforts to manage risks and opportunities. Either way, programs should establish a defined and structured issue management process to ensure issues are identified, analyzed, handled, and monitored to retirement. The process should ensure an effective strategy is developed for resolving critical and high-priority issues, the strategy has been properly vetted at the program management level or above as appropriate, and resources are made available to ensure execution. Programs should quantify issue urgency so as to prioritize resolution, and document plans of action and milestones (POA&M). Identified issues should be updated periodically until resolved and reviewed during the regularly scheduled program meetings, program reviews, and technical reviews. The Issue Management Board (or RMB equivalent) should assign an owner for each approved issue. Programs should record each approved issue in an issue tracking register and may consider combining the risk, issue, and opportunity registers.


I Issues — 100% Occurrence Now or in the Future

« OSD has found that program issues are, too often, mistakenly
characterized as risks.

This practice is reactive and tends to blind the program to true risk management. Risk
management applies resources to lessen the likelihood, or in some cases, the
consequence, of a future event.

* Issue management, on the other hand, applies resources to address
and resolve a past or occurring event and its related consequences.

These events should be cataloged as issues and should be addressed within the
program’'s normal issue management process.

In addition, even though an issue may introduce a likely future consequence, this does not
make it a risk.

To ensure issues and risks are properly identified, programs should have an issue
management approach to identify problems and track associated closure plans.

Programs should also assess whether issues are spawning prospective risks.




Issue Identification and Consequence Scale

» Issues are best identified before the beginning of a new project or contract and should be
updated and reviewed periodically throughout the life cycle of the program.

» Unlike opportunities and risks, there is no assessment of their likelihood because issues have
either already occurred or are in the process of occurring (e.g., 100% likelihood).

Consequence

] Low [] MmModerate B Hisgh

Source: 2017 DoD RIO Management Guide, Figure 3-13, p. 41



Presenter Notes
Presentation Notes
Approved issues should be analyzed using the program’s risk management consequence criteria, and the results entered into an issue tracking register. Unlike opportunities and risks, no evaluation of issue likelihood is necessary as the probability = 1. Using the top row from the risk matrix, the issue consequence value is then converted to an issue level using the issue reporting matrix, and the results are entered into the program’s issue tracking register. The green, yellow, and red regions on the matrix indicate areas of low, moderate, and high issue level, respectively.


'S
I Issues — Corrective Action

* Ignore: Accept the consequences without further action based on results of a
cost/schedule/performance business case analysis or

« Control: Implementa plan to reduce issue consequences and residual risk to as low a
level as practical or minimize impact on the program. This option typically applies to
high and moderate consequences issues.

Less commonoptions include
» Avoid: Eliminate the consequence of the event or condition by taking an alternate path.

- Examples may involve changing a requirement, specification, design, or operating
procedure.

» Transfer: Reassign or reallocate the issue responsibility from one program to another,
between the government and the prime contractor, within government agencies, or
across two sides of an interface managed by the same organization.



Presenter Notes
Presentation Notes
Handling (or corrective action) plans should be developed for high issues and moderate issues as appropriate, and the resulting plan documented in the program’s issue tracking register. As in the risk and opportunity cases, the program should evaluate the handling options in terms of cost, schedule, performance, and residual risk, and select the best option (or hybrid of options) consistent with program circumstances. The program addresses issues using the following handling options:
• Accept – Accept the consequence of the issue based on results of the cost/schedule/performance business case analysis.
• Avoid – Eliminate the consequence of the event or condition by taking an alternate path. Examples may involve changing a requirement, specification, design, or operating procedure.
• Transfer – Reassign or reallocate the issue responsibility from one program to another, between the government and the prime contractor, within government agencies, or across two sides of an interface managed by the same organization. The program should track resolution of issues against the issue handling plan (or POA&M, as appropriate). Once the handling plan is in place, the program office should (1) monitor the issue to collect actual versus planned cost, schedule, and performance information; (2) feed this information back to the previous process steps; (3) adjust the handling plan (or POA&M) as warranted; (4) analyze potential changes in the issue level; and (5) examine potential changes in the issue along with potential associated risks. This update information should be included in the program’s issue tracking register.


I DoD Opportunity Management
Process Steps

Opportunity Process — l‘ Opportunity

Planning Identification

Whatcanbe
improved?

Whatis the program’s

An opportunity is the opportunlty manegement
potential for improving the
program in terms of cost,

Communication
schedule, and performance. and Feedback

Opportunity Opportur-rity
Monitoring Analysis
How has the Whatisthe Ipusiness
opportunity changed? caseanalysis of the

opportunity?

\ Opportunity
Management

Should the opportunity be
pursued, reevaluated, or
rejected? If so, how?

Source: 2017 DoD RIO Management Guide, Figure 4-2, p. 44


Presenter Notes
Presentation Notes
Opportunities may be identified before program execution and should be sought across the program life cycle. Sources of opportunities include system and program changes that yield reductions in total ownership cost. For example, adherence to a modular open systems approach or securing appropriate government rights to a technical data package can offer opportunities in sparing and competition for modifications. These cost reductions can be in research, development, test, and evaluation (RDT&E), production, and operations and maintenance (O&M) dollars throughout the life cycle. Short-term gains with long-term negative consequences are usually not opportunities or appropriate should-cost initiatives.
During R&D and production, the program should continuously analyze opportunities for design and manufacturing changes that yield reductions in production and support R&D and costs. Design changes to production configurations (and the product baseline) may take the form of Value Engineering Change Proposals within the context of ongoing production contracts. These do not change the system performance but yield production or support cost reductions. During the O&S phase, opportunities may arise from the observation and analysis of actual in-service performance. In addition, the emergence of more efficient production practices or better performing components can provide opportunities for improved reliability, more efficient fuel consumption, improved maintenance practices, other reduced support costs, or economic capability enhancements.
Programs may establish a separate Opportunity Management Board, but this guide assumes the RMB also oversees opportunity management. Once candidate opportunities are identified, the program RMB (or equivalent) should examine the opportunity and, if approved, assign an owner and track it in the opportunity register (analogous to the risk register).



I Notional Opportunity Register

Likeli

Cost to

Return on Investment

Obbortunit imoleme Monetary Program | Management Owner Expected
PP Y P Schedul | Performan | prigrity Strategy Closure
hood nt RDT& | Procureme e ce
O&M
E nt

Opportunity 1:
Procure Smith Reevaluate -
futor blades Mod | $3.2m $4M 3 mr::lnth fl% greater #) Summ‘a‘rlze‘ Mr: Bill March 2017
instead of margin | lift the mitigation | Smith
Jones rotor plan
blades.
Opportunity 2:
Summarize the 375 : Ms Dana

Hmmartz Mod | $350k | $25K > #3  |Reject May 2017
opportunity K Jones
activity.

4 .
Summarize
) months .
Opportunity 3: the mitigation
Summarize the 536 less plan to realize | Ms. Kim
i High | $211K S0.4M ’ long- #1 ' January 2017

opportunity M lead the Johnson
activity. ) opportuni

ctivity time pportunity

needed

Source: 2017 DoD RIO Management Guide, Figure 4-3, p. 46




Risk Management in the DoD SEP Outline v4.0, 2021
3.2 Technical Tracking

3.2.1 Technical Risk, Issue, and Opportunity Management
« Technical Risk, Issue, and Opportunity (RIO) Management Process Diagrams

— Embed or attach to the SEP the latest (no more than 3 months old) RIO management document
including an as-of date.

- Risk Management Roles

— Determine roles, responsibilities, and authorities within the risk management process for the
following:
» Reporting/identifying risks or issues
« Criteria used to determine whether a “risk” submitted for consideration becomes a risk or not (typically,
criteria for likelihood and consequence)
* Adding/modifying risks
« Changing likelihood and consequence of a risk
Closing/retiring a risk or issue
— If Risk Review Boards or Risk Management Boards are part of the process, identify the chair
and participants and state how often they meet.
— State how the process will be implemented using the digital ecosystemand digital artifacts,
establishing the risk authoritative source of truth (ASoT) while maximizing automated reporting,
seamless access, and accuracy of risk status.



https://ac.cto.mil/wp-content/uploads/2021/10/SEP-Outline-4.docx

|3.2.1 Technical Risk, Issue, & Opportunity Management cont.

« Risk/lssue Management

— Risk Tools — Describe the risk management and tracking tools the program office and contractor(s)
will use. If the program office and contractor(s) use differentrisk tools, describe how information will
be transferred or integrated without loss. Note: In general, the same tool should be used. If the
contractor’s tool is acceptable, the government may opt to use it but must have direct, networked
accessto the tool.

— Technical Risk and Mitigation Planning — Summarize the key engineering, integration, technology,
SPENG, and unique SW risks and planned mitigation measures for each risk (DoDI15000.88, Para

3.4.a.(3)(q)).
— Risk Reporting — Provide a risk reporting matrix (Figure 3.2-1) or a list of the current system-level

technical risks and issues with:
As-of date
Risk rating
Risk statement and consequences, if realized
Mitigation activities and expected closure date.

System Safety Risks can also be mapped on the risk cube [sic] and reporting matrix in Figure
3.2-1. However, the process for risk burn down shown in Figure 3.2-2 depends on the process
to attain acceptance by the System Safety Risk Assessment Authority or mitigation through
system safety design order of precedence.

38




3.2.1 Technical Risk, Issue, & Opportunity Management cont.

«—— Likelihood scale

Level Likelihood Probability of Occurrence
Figure 3.2-1 Risk Reporting Matrix ’ Near Cortainty 2 S0 to= %
4 Highly Likel > 60% to < 80%
As of [Date] (mandatory) (sample) i
D D SEP Outline V4 0} 3 Likely >40% to < 60%
{ o - 2 Low Likelihood >20% to < 40%
1 Not Likely >1%to< 20%
+ Risk ID #82: Risk Statement... 0 = Original Risk Analysis .

+ Consequences if Realized:
- Cost-
- Performance -
- Schedule -
+ Mitigation Method: (Accept, Avoid, Transfer
or Control) Summarize activities:
1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Etc.
* Planned Closure Date:

+ Risk ID #23: Risk Statement...
+ Consequences if Realized:

- Cost -

- Performance -

- Schedule -

+ Mitigation Method: (Accept, Avoid, Transfer
or Control) Summarize activities:

1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Etc.

* Planned Closure Date:

Likelihood

@ = Current Assessment
= = Predicted Final

Moderate -

Risk ID #85: Risk Statement...
Consequences if Realized:

- Cost -

- Performance -

- Schedule -

Mitigation Method: (Accept, Avoid,
Transfer or Control) Summarize activities:

1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Etc.

Planned Closure Date:

Consequerice

* Risk ID #45: Risk Statement...
» Consequences if Realized: o
- Cost-
- Performance -
- Schedule -

+ Mitigation Method: (Accept, Avoid,
Transfer or Control) Summarize activities: .

Risk ID #97: Risk Statement...
Consequences if Realized:

- Cost -

- Performance -

- Schedule -

Mitigation Method: (Accept, Avoid,
Transfer or Control) Summarize activities:

1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Etc.

Planned Closure Date:

1. Summarize Key Activity 1
2. Summarize Key Activity 2
3. Ete.

* Planned Closure Date:




3.2.1 Technical Risk, Issue, & Opportunity Management cont.

Consequence scale

Level

Cost

Schedule

Performance

5
Critical
Impact

10% or greater increase over APB objective
values for RDT&E, PAUC, or APUC

Cost increase causes program to exceed
affordability caps

Schedule slip will require a major schedule
rebaselining

Precludes program from meeting its APB schedule
threshold dates

Degradation precludes system from meeting a KPP or key
technical/supportability threshold; will jeopardize program success

Unable to meet mission objectives (defined in mission threads,
ConOps, OMS/MP)

2

4
Significant
Impact

5% - <10% increase over APB objective
values for RDT&E, PAUC, or APUC

Costs exceed life cycle ownership cost KSA

Schedule deviations will slip program to within 2
months of approved APB threshold schedule date

Schedule slip puts funding at risk

Fielding of capability to operational units delayed by
more than 6 months!

Degradation impairs ability to meet a KSA. ? Technical design or
supportability margin exhausted in key areas

Significant performance impact affecting System-of System
interdependencies. Work-arounds required to meet mission
objectives

3
Moderate
Impact

1% - <5% increase over APB objective values
for RDT&E, PAUC, or APUC

Manageable with PEO or Service assistance

Can meet APB objective schedule dates, but other non-
APB key events (e.g., SETRs or other Tier 1 Schedule
events) may slip

Schedule slip impacts synchronization with
interdependent programs by greater than 2 months

Unable to meet lower tier attributes, TPMs, or CTPs
Design or supportability margins reduced

Minor performance impact affecting System-of System
interdependencies. Work-arounds required to achieve mission tasks

Minor
Impact

Costs that drive unit production cost (e.g.,
APUC) increase of <1% over budget

Cost increase, but can be managed internally

Some schedule slip, but can meet APB objective dates
and non-APB key event dates

Reduced technical performance or supportability; can be tolerated
with little impact on program objectives

Design margins reduced, within trade space 2

1
Minimal

Impact

Minimal impact. Costs expected to meet
approved funding levels

Minimal schedule impact

Minimal consequences to meeting technical performance or
supportability requirements. Design margins will be met; margin to
planned tripwires

Figure 3.2-1 Risk Reporting Matrix as of [Date] (mandatory) (sample) cont. {DoD SEP Outline v4.0




|3.2.1 Technical Risk, Issue, & Opportunity Management cont.

A = Complete |
A = Pending

Risk Burn-Down

» Describe the program’s use of risk burn-down plan to show how the
program should implement mitigation activities to control and retire
risks. Also discuss how activities are linked to TPMs and to the project
schedule for critical tasks. For each high technical risk, provide the risk
burn-down plan. (Figure 3.2-2 contains a sample risk burn-down plan.)

Expectation: Program should use hierarchical boards to address risks
and integrates risk systems with contractors. The approach to identify
risks is both top-down and bottom-up. Risks related to technology
maturation, internal and external integration, modeling, and each design

Iniial 4 o amonths 3months 4months 5months 6 monthieO1SIderation indicated in Table 2.5-1 are considered in risk identification.

Date

Figure 3.2-2 Risk Burn-Down Plan as of [Date]
(mandatory for high risks; others optional) (sample)
{DoD SEP Outline v4.0}

SEPs submitted for approval contain a current, updated Risk Reporting
Matrix and associated Risk Burn-Down plan for high technical risks.
Reporting risk artifacts should be auto-generated from within the digital
ecosystem atany time depicting the real-time status and should be
accessible by all program personnel.




|3.2.1 Technical Risk, Issue, & Opportunity Management cont.

* Opportunity Management — Discuss the program’s opportunity
management plans to create, identify, model, analyze, plan,
implement, and track initiatives (including technology investment
planning and pollution prevention projects) that can yield
improvements in the program’s cost, schedule, or performance
baseline through reallocation of resources.

— If applicable, insert a chart or table that depicts the opportunities being

pursued, and summarize the cost/benefit analysis and expected closure
dates (Table 3.2-1).

— Address opportunities that would mitigate system safety risks and improve
return on investment.

M



3.2.1 Technical Risk, Issue, & Opportunity Management cont.

Heturn on Inv estiment
I Manage
Opportunity Iﬁgﬁg’ | C?St - " Monetary Sy stem P;qgr?m ment Owner Iixlpected
mplemen Schedule | Performance |Safety | "M | strategy osure
RDT&E |Procurement] O&M Impact

Opportunity 1: 3-month |4% greater lift Reevaluig Mr. Bill  |March
Procure Smith margin te; Moran 2017
rotor blades Mod $3.2M $4M #2 summari
instead of Jones ze the
rotor blades. plan
Opportunity 2: Feject |Ms. Dana| N/A
Summarize the , . Turner
opportunity Mod $350K $25K $375K #3
activity.
Opportunity 3: 4 months Summarn|Ms. Kim |January
Summarize the less long- ze the Johnson [ 2017
opportunity lead time planto
activity. High $211K $0.04M $3.6M [needed #1 realize

the

opportuni|

ty

Table 3.2-1 Opportunity Register (if applicable) (sample)




® . .
I Independent Technical Risk Assessment (ITRA)
DoD ITRA Execution Guidance, December 2020

Implements P.L. 114-328 Sec. 807 enacted in Title 10 U.S.C. Sec. 4272.

Independent Technical Risk Assessments (ITRAs) will be conducted on all Major Defense
Acquisition Programs (MDAPSs) prior to Milestone A, Milestone B approval, and any decision to
enter into low-rate initial production (LRIP) or full-rate production (FRP).

— Use ITRA Framework for Risk Categorization, USD(R&E), 18 Jun 18

The ITRA will consider the full spectrum of Technology, Engineering and Integration risk and
the potential impacts to cost, schedule and performance. ITRAs provide a view of program
teChnicaI riSk’ independent Of the proqram or Component' *DTRAM = Defense Technical Risk Assessment Methodology

— 8 Areas assessed with 7 Factors, each factor with assessment Criteria; see DTRAM

The Under Secretary of Defense for Research and Engineering (USD(R&E)) will conduct or
approve ITRAs. This responsibility may be delegated.

For programs for which an ITRA is conducted, a Technology Readiness Assessment (TRA
will not be conducted.



Presenter Notes
Presentation Notes
Similar to the MTA discussion previously, the intent is to simply introduce the concept of the ITRA to the students.  Since this is a relatively new policy there are few programs that have actually conducted an ITRA so more feedback is needed to assess the success of this policy change. In depth discussions are beyond the scope of this class but students should understand the premise as to why this policy change was implemented in that OSD wanted a mechanism to better understand risks that MDAP programs were addressing/carrying forward in preparation for major acquisition and production milestones. 
ITRA Framework for Risk Categorization is at https://ac.cto.mil/wp-content/uploads/2019/06/2018_ITRA_frame_memo_doc.pdf. Hyperlink is embedded in document title. Note that the framework heavily leverages the DoD RIO Management Guide from Jan 2017.
Eight Areas assessed with factors and criteria:
1.0 Mission Capability
2.0 Technology
3.0 System Development & Integration
4.0 MOSA
5.0 Software
6.0 Security / Cybersecurity
7.0 Manufacturing
8.0 RAM & Sustainment

Note the last bullet that the ITRA replaces the TRA for programs for which an ITRA is conducted. Remember this for the TMRR lesson. DoDI 5000.02 Change 4 (31 Aug 2018) Enclosure 1 Table 2 doesn’t include the ITRA in its list of required documentation, nor does the listing for the TRA include the last bullet about the ITRA replacing it.

https://ac.cto.mil/wp-content/uploads/2020/12/DoD-ITRA-ExecGuide-2020s.pdf
https://ac.cto.mil/wp-content/uploads/2019/06/2018_ITRA_frame_memo_doc.pdf
https://ac.cto.mil/wp-content/uploads/2021/01/DTRAM-0-1.pdf

S
ISystem Safety Risk Management

* Environmental, Safety, and Occupational Health (ESOH)

risks include:

— Hazardous materials (HAZMAT) use & hazardous waste generation
— Safety (including explosives safety, radiation, etc.)

— Human health (chemical, physical, biological, ergonomic, etc.)

— Environmental & occupational noise

— Impacts to the environment (air, water, soil, flora, fauna)

* Per DoDI 5000.02 - For ESOH risks, the PM will:
— Integrate ESOH risk managementinto the SE process
— Eliminate ESOH hazards where possible (manage risks that can’t be eliminated)
— Use MIL-STD-882E methodology



Presenter Notes
Presentation Notes
Note that the MIL-STD-882 methodology is required for ESOH types of risks. In Lesson 7, we discussed the use of the Risk Management Guide format for programmatic risks (cost, schedule, and performance).  Many organizations use both the MIL-STD-882 and the DoD Risk Management processes to address ESOH related risks as such risks often have programmatic implications as well.   

Ask students what is meant by residual risk?  (Risk that remains after risk mitigation actions have been applied).

https://quicksearch.dla.mil/qsDocDetails.aspx?ident_number=36027

S
ISystem Safety Risk Management (cont’d)

« MIL-STD-882E Safety Order of Precedence:

— Eliminate hazard through design selection
— Reduce risk through design alteration

— Incorporate engineered features or devices
— Provide warning devices

— Incorporate signage, procedures, training, and personal protective equipment (PPE)

« Must “accept” residual risk, prior to exposing people, equipment,
or the environment. Residual risk acceptance authorities:
— High risks: Component Acquisition Executive (CAE)
— Serious risks: Program Executive Officer (PEO)
— Medium and low risks: Program Manager (PM)

« User representative must be part of this process throughout the

lifecycle and will provide formal concurrence prior to all serious
and high-risk acceptance decisions.



Presenter Notes
Presentation Notes
The above information comes directly from the DoDI 5000.02 of 7 Jan 2015.



B
I MIL-STD-882E Severity Table

TABLE I. Severity categories

SEVERITY CATEGORIES
Description o Mishap Result Criteria
P Category P
Catastroohic 1 Could result in one or more of the followng: death, permanent total disability, imeversible
P significant environmental impact, or monetary loss equal to or excesding $10M.
Could result in one or more of the followng: pemanent partial disability,injunes or
Critical 3 occupational illness that may result in hospitalization of at least three personnel, reversible
significant environmental impact, or monetary loss egual to or excesding $1M but less than
F10M.
Could result in one or more of the followng: mjury or occupational diness resulting in one or
Marginal 3 maore lost work day(s). reversible moderate environmental impact, or monetary boss equal to or
exceeding $100K but less than $1M.
Negligible 4 Could result in one or more of the followng: mjury or occupational diness not resulting in a lost

work day, minimal environmental mpact, or menetary loss less than S100K.

Source: MIL-STD-882E 11 May 2012



Presenter Notes
Presentation Notes
MIL-STD-882E is contained on the Student CD for reference.  Suggest walking through an example with the students of how to determine the risk category.  In general the methodology is similar as used previously with the Risk Management Guide in Lesson 7.  Severity and probability categories are first determined using the respective matrices, and then based upon the entries in the risk matrix, the risk category is identified.  An associated acceptance authority if the risk is not mitigated further can then also be determined.   


| MIL-STD-882E Probability Table

TABLE II. Probability levels

PROBABILITY LEVELS
Description | Level Specific Individual ltem Fleet or Inventory
Frequent A Likely to occur often in the |fe of an item. Continuously expenenced.
Probable B Will ocour several times in the |fe of an item. Will occur frequently.
Occasional C Likely to occur sometime in the Ife of an item. Will occur several times.
Remote D | Uniikely, but possible to occur in the Ffe of an item SR IR

expected to oceur.

S0 unlikely, it can be assumed occwmence may not b=

R E experienced in the ife of an tem.

Unfikely to occur, but possible.

Incapabde of occurence. This level
is used when potential hazards are
identified and later efminated.

Incapable of occurence. This level is used when potential

Eliminated F hazards are identfied and later elminated.

Source: MIL-STD-882E 11 May 2012




IMIL-STD-882E System Safety Risk Assessment Matrix

TABLE III. Risk assessment matrix

RISK ASSESSMENT MATRIX

Critical
(2)

Catastrophic
(1)

Marginal

(3)

Negligible
(4)

[PROBABILITY

Frequent

(A) Medium

Probable
(B)

Medium

Occasional
(C)

Remote
(D)

Medium Medium

Improbable
(E)

Medium Medium Medium

Eliminated

(F)

Source: MIL-STD-882E 11 May 201



ICybersecurity - Risk Management Framework (RMF)

Figure 1. RMF Process

Identify | Protect | Detect | Respond | Recover

- CATEGORIZE
4 ~
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3 Z e
£ MONITOR SELECT > Cybersecurity Risks
g. ﬁ — Consequence —>
R~ é VL L M H VH
g g A v ] |
: ARy ]
5 5 2
£ 3 2 L
£ =3 i
- AUTHORIZE IMPLEMENT = | VL
= &
ASSESS

Identify | Protect | Detect | Respond | Recover

Ref: DoDI 8510.01, 19 Jul 22, for more information



Presenter Notes
Presentation Notes
Risks at Every Stage. Recursive. Security Controls are not Fixed. Assess / Test can Change Everything.

There are six steps in the RMF process for cybersecurity.   Each step feeds into the program’s cybersecurity risk assessment that should occur throughout the acquisition lifecycle process.  The most crucial steps for engineers is always the earliest ones… Categorization and Selection of Security Controls.   The security controls is what should drive our technical design – the cybersecurity requirements and controls that are placed into our system/performance specification to be met and verified.   The importance of Categorization is that this step will normally drive additional security controls needed and may drive Service determined security control “overlays” or additional controls.  These controls must be shared with the contractor – we must “bake” cybersecurity into the design, and not “bolt it on” after the design process is complete!




- ISuppIy Chain Risk Management (SCRM) / Trusted Systems & Networks
(TSN): Mission Critical Functions (CF) / Components (CC) Identification

* Applies to Information and Communications Technologies (ICT)

* Criticality Analysis: process used to identify and prioritize
mission critical functions and componentsvia an end-to-end

. oy e 130nm FPGA 40nm FPGA
functional decomposition ko R
= Minimize the risk that DoD's warfighting mission capability will be - -

impaired due to vulnerabilities in system design or sabotage or subversion
of a system's mission critical functions or critical components R Lo bl

* Primary concern: ASIC*, FPGA** counterfeiting and malware

Insertion
*ASIC = Application-Specific Integrated Circuit; **FPGA = Field-Programmable Gate Array

Ref: DoDI 5200.44, Change 3, 15 Oct 18, for more information



Presenter Notes
Presentation Notes
Mission Criticality = Mission critical functions & components!!

CRA and CTT do this as well – clearly opportunity for streamlining.

CPI (Critical Technology) has different purpose than TSN  (Critical Components & Function) - than Cybersecurity (CIA).

As engineers, we must discuss/determine/identify the: Mission, our systems critical functions (CF), logic bearing / critical components (CC), supplier risk (threat) , component vulnerabilities, exploitability, CIA (Info )  vulnerabilities, System and Mission Impacts.  Just like for CPI, there are some common SSE countermeasures available to engineers.  The key is to prevent, detect and respond – do your due technical assessments and tradeoff analysis as you work through CC/CF risk assessments.




CF/CC Risk Assessment / Mitigation

Mission Criticality i saitan
s | High

Assessment ; Moderte
: Low

Very Low

i
i —— Consequence —= |
[ vl

Threat Assessment — =) & | Liciboodofloss A
i Near Certainty (VH) '§
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Vulnerability e | LowLikelinood 1) T
; Mot Likely (VL)
Assessment i ;
[ oo 1
Countermeasures : —__ Consequence :
! AV | | I | | i
- SCRM/TSN A
- Trusted Sources - '8
- Trusted Shipping —— £
- Bulk Spares Inventory i lf
- Multiple Suppliers |

Mitigated Risk

Blind Buys



Presenter Notes
Presentation Notes
Must identify: Mission, critical functions, logic bearing / critical components  supplier risk (threat) , component vulnerabilities, exploitability, CIA (Info )  vulnerabilities, System and Mission Impact.  Countermeasures- prevent detect respond – tradeoff analysis.




CF/CC (TSN Analysis) Assessment - Example

Criticality Level Description

Failure that results in total compromise of mission

Level | Total Mission Failure .
capability

Level Il Significant/Unacceptable | Failure that results in unacceptable compromise of
Degradation mission capability or significant mission degradation

Failure that results in partial compromise of mission

Level Il Partial/Acceptable
P capability or partial mission degradation

Failure that results in little or no compromise of
mission capability

Level IV Negligible

F-22 Raptors

m Critical Function Logic Bearing Component (ASIC/FPGA) System Impact Countermeasure(s)
Level

Air to Ground Targeting Targeting Computer Motherboard ASIC, Compromise of the ASICdisablestargeting  Purchase U25 from trusted

Attack uU25 capability. foundry, use secure supply
chain.

Air to Ground Weapon guidance GPS Computer Motherboard FPGA, IC116 I Compromise of the FPGA disables GPS None recommended due to

Attack guided weapons. Non-GPS guided weapon  lowercriticality level.

capability remains.

Air Superiority  Target Detection Radar TransceiverProcessor Core PPC, Il Compromise of the radar PPC requiresthe Purchase redundant PPC from
U125 pilotto “go visual” and use non-radar alternate supplier (supplier
queued weapon. Redundant PPC designed  diversity).
in the system.



Presenter Notes
Presentation Notes

Here is a good example of a CC/CF analysis/assessment.  Note that for each criticality level in the top right of this slide, there is a description of the impact to mission capabilities.  Use this as your guide as we look at the flowing aircraft missions.  As engineers, we must think through the critical functions and components that are associated with each mission.  Once you have this information which will be available to us in the contractors design documents and the SETRs, we must determine the criticality impact level and document our rationale.  After this, we can begin the process of selecting the right countermeasure(s) to mitigate these CC/CF risks.


B
ISummary — Conduct Integrated Program Risk Management

General
Risk Assessment
—2> Risk Identification . All mitigations should
v be incorporated and
Risk Analysis - Risl;ll\:ri]tri]igstion IRisll( Mitigation < prioritized.
g mplementation )
« Consider trade-offs
cPI m [ against the program
; =>» Countermeasures :
> Efki_____-———c \_ constraints.
S -II;?SI\'I(S E—) Countermeasures
___________4
Cybersecurity E Correctionsor
> |Risks —> Mitigation Actions
Safety -PE 5 Risk Mitigation
Risks Measures

—| Risk Tracking |

CPI = Critical Program Information
TSN = Trusted Systems and Networks

The consequences of all risks can be categorized in one of the three categories, i.e.,
performance, schedule, and cost



Presenter Notes
Presentation Notes
An early slide in this lesson touched on risk.  As engineers, most of us have engaged at some point in programmatic risks… and may also have experience with Environmental, Safety and Health risks.
 
However, we must make sure that we also integrate into our risk assessments: CPI risk, CC/CF (or TSN) risk and cybersecurity risk.  All of these risks mentioned should be understood by (and presented to) the Program Manager (PM) and Milestone Decision Authority (MDA) – engineering plays a key role in identifying, mitigating and presenting all of these risks to leadership.   Our role as engineers is critical for the PM and MDA to understand and appreciate these risks and determine tradeoffs.  Don’t forget too, that cybersecurity risk is not only looked at by the PM and MDA, but also presented and accepted/rejected by the Authorizing Official (AO).   The AO is the risk acceptance authority for cybersecurity risks.




ISources for further study

DoD Risk, Issue, and Opportunity Management Guide, January 2017

« DAU Systems Engineering Brainbook tool Risk Management page

 DAU RIO Management Community of Practice (CoP)

« CACQ 004 Introduction to Risk, Issue, & Opportunity Management Credential
« PMT 0170 Risk Management OLT (8 hrs /8 CLPs)

« WSM 002 Risk Management Workshop (7 CLPs)

« DAU Webcast: Effectively Evaluating Risk through Factors (source selection)

» Defense Technical Risk Assessment Methodology (DTRAM) v6.3, 30 Sep 20

« DD Engineering Risk Assessments resources; scroll down ERPO page, select “Risk
Assessments” tab

« DAU Webcast: Independent Technical Risk Assessment (ITRA) Overview
« MIL-STD-882, System Safety
« DoDI 8510.01, Risk Management Framework for DoD Systems, 19 Jul 22

« DoDI 5200.44, Protection of Mission Critical Functions to Achieve Trusted Systems
and Networks (TSN) Change 3, 15 Oct 18



https://ac.cto.mil/wp-content/uploads/2019/06/2017-RIO.pdf
https://www.dau.edu/tools/se-brainbook/Pages/Management%20Processes/Risk-Management.aspx
https://www.dau.edu/cop/risk/Pages/Default.aspx
https://icatalog.dau.edu/onlinecatalog/CredentialConceptCard.aspx?crs_id=7
https://icatalog.dau.edu/onlinecatalog/courses.aspx?crs_id=12362
https://icatalog.dau.edu/onlinecatalog/courses.aspx?crs_id=1630
https://www.dau.edu/event/DAU%20Webcasts%20-%20Effectively%20Evaluating%20Risk%20through%20Factors
https://ac.cto.mil/wp-content/uploads/2021/01/DTRAM-0-1.pdf
https://ac.cto.mil/erpo/
https://www.dau.edu/event/Acquisition%20Topics%20ITRA%20Overview
https://quicksearch.dla.mil/qsDocDetails.aspx?ident_number=36027
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf?ver=5YnACrAlUCPZ_qeq4T5nlg%3d%3d
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf?ver=2019-04-04-095238-053
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